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Abstract
Purpose – One of the achievements of the fourth industrial revolution is smart manufacturing, a
manufacturing system based on Industry 4.0 technologies that will increase systems’ reliability, efficiency
and productivity. Despite themany benefits, some barriers obstruct the implementation of this manufacturing
system. This study aims to analyze these barriers.
Design/methodology/approach – One of the measures that must be taken is to identify and try to
remove these barriers, which involves identifying the stakeholders and components of technology associated
with each barrier. As such, the primary purpose of this paper is to present a systematic literature review in the
field of smart manufacturing with a focus on barriers to implementation related to the stakeholders and
components of technology.
Findings – This research conducted a systematic literature review in Scopus andWeb of Science databases
and considered the studies published until 2021 were examined. The central question of this paper is
answered based on this literature review, in which 133 related studies and 15 barriers were identified.
Practical implications – The significant gap observed in the literature review is that no research has
been conducted to determine the stakeholders and components of technology related to the barriers, making it
a potentially worthwhile subject for future research. In addition, the results of this study may help managers
to implement smart manufacturing.
Originality/value – This study provides two main originalities. The former is helpful information for
managers to make effective decisions when they face smart manufacturing barriers. The latter is related to
identifying critical research gaps through systematic literature review.
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1. Introduction
Technological advancements and the process of digitization have garnered significant
interest from both developed and developing nations (Ahmed, 2020; ALshubiri et al., 2023).
In recent years, manufacturing has seen a new revolution called Industry 4.0 (Pasi, 2023).
Industry 4.0 refers to the fourth industrial revolution, which uses cyber-physical systems,
the internet, futuristic technologies and smart systems to facilitate human–machine
interaction (Rocha et al., 2022). One of the industry 4.0 achievements is smart
manufacturing, a value-creating process that includes everything from design to production,
logistics and service. Smart manufacturing is a network-based and connected
manufacturing system that obtains all information on all equipment in time via the internet.
In this manufacturing system, manufacturing methods are changed by automation, and in
general, a dynamic and optimal manufacturing system is implemented (Park, 2016). The
smartness of manufacturing systems has created many changes in some aspects of their
traditional pattern, such as workforce, equipment, processes and collaborations. Making
these changes requires the preparation of elements like new technologies (Chauhan et al.,
2021), skilled labor (Al-Salman and Salih, 2019) and the appropriate culture (Aggarwal et al.,
2019). Therefore, developing a smart manufacturing system is difficult, and its
implementation in other companies and countries will face additional barriers because
adapting to Industry 4.0 is highly complex (Raj et al., 2019). Therefore, it is necessary to
identify the barriers to smart manufacturing implementation.

When the barriers have been identified, some actions must be taken to remove them. One
of the influential factors in implementing these measures is understanding the importance of
stakeholders on the part of managers. Managers must strive to develop strategies and plan
actions that meet the expectations of their stakeholders (Taghian et al., 2015). Another factor
that can be effective in taking action to remove barriers is to identify the components of
technology with which each barrier is associated. Barriers may be related to technoware,
infoware, humanware and orgaware (Haines and Sharif, 2006), and this classification helps
select the appropriate strategies for removing each barrier. Despite the significance of these
two factors, they have not been addressed in the existing literature. Articles of systematic
review in the field of smart manufacturing and Industry 4.0 include Cioffi et al. (2020), who
conducted a systematic literature review (SLR) involving smart manufacturing technologies,
Osterrieder et al. (2020), who investigated research advances in smart manufacturing, and
Cui et al. (2020), who conducted a systematic review of Big Data requirements and
components in manufacturing. Other review articles are also listed in the Appendix
(Appendix Table A1). The identified gap in the literature is a lack of a comprehensive
review focusing on the barriers to adopting smart manufacturing practices. A major factor
hindering organizations from embracing smart manufacturing is the presence of barriers
that impede successful implementation. It is crucial to pinpoint these barriers, but taking
action to remove them is equally important. This involves identifying the specific
technologies associated with each barrier and understanding who benefits from or is
impacted by them.

By bridging this knowledge gap, decision-makers can be equipped with the necessary
insights to navigate the complexities of smart manufacturing implementation and make
informed choices about appropriate strategies and actions. Furthermore, this enhanced
understanding can facilitate stakeholder collaboration, fostering a more conducive
environment for adopting smart manufacturing practices and ultimately driving positive
outcomes for organizations and industries.

Addressing barriers to smart manufacturing implementation requires a holistic
approach that considers the interplay between components of technology, stakeholders and
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organizational dynamics. Organizations can effectively navigate barriers and drive
successful smart manufacturing initiatives by understanding the specific challenges
associated with each barrier and engaging relevant stakeholders in targeted strategies,
reflecting this study’s main contribution.

This study is organized as follows: in Section 2, smart manufacturing is described. In
contrast, Section 3 contains a review of articles on the SLR related to this research. Section 4
discusses the research methodology, which includes research questions, search strategies
and selected articles. Section 5 five contains the research findings, including descriptive
statistics of selected articles and answers to questions. Section 6 includes the discussion and
conclusion.

2. Smart manufacturing
With the development of the Internet infrastructure, the fourth industrial revolution started
at the beginning of the 21st century. The conceptual heart of Industry 4.0 is smart
manufacturing, and everything revolves around this core entity that shapes the business
model. The goal of the development of smart manufacturing is to improve productivity,
efficiency, reliability and the control of final products (Narwane et al., 2022a). Smart
manufacturing, by using new technologies, increases operational capacity, reduces costs
and reduces downtime (Kumar Hajoary, 2023; Moghaddam et al., 2018). According to the
National Institute of Standards and Technology, smart manufacturing is a unified system
that responds immediately to variable demands, supply chain, customer needs and any
changes in the factory condition (Tay et al., 2021). Smart manufacturing has three
components: smart devices, smart humans and smart products (Benotsmane et al., 2019),
which are within the context of Industry 4.0 technologies. Figure 1 shows the components
and technologies of smart manufacturing. The smart device is the first component of smart
manufacturing. It includes multi-agent systems that can be created through the cooperation
of smart industrial robots, sensors, controllers and computer numerical control, increasing
flexibility and competitiveness. Humans are another part of smart manufacturing, including
the two groups of laborers and customers. The workforce using Industry 4.0 tools requires
IT, manufacturing and logistics knowledge, whereas customers are influential in designing
and producing smart products. The third component of smart manufacturing is smart
products, which include everything from parts to the final product. These components and
smart products are connected to smart devices through embedded sensors and control in
this way (Benotsmane et al., 2019). These components are embedded in the environment,
resulting in new technologies such as the Internet of Things, cloud computing and additive
manufacturing. In addition, smart manufacturing requires Smart Products, Smart Logistics,
Smart Applications and Data Analysis (Benotsmane et al., 2019).

With the emergence of smart manufacturing, many developed countries are trying to use
advanced technologies in their manufacturing plants and enjoy the benefits of smart
manufacturing. Smart manufacturing can benefit customers and organizations (Khan and
Turowski, 2016). Benotsmane et al. (2019) introduced the benefits of smart manufacturing in
both social and economic categories. They mentioned that economic benefits include
optimization through self-regulation, self-control and self-adaptation; increased utility and
efficiency in using machines and human resources; production of durable and cost-effective
products; and reduced operating costs through constant performance measurement and
evaluation of production processes. Social benefits include increasing the specialized
workforce, the freedom of trained staff to express ideas and solutions in various situations
and increased employee satisfaction.
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3. Main gaps of existing systematic literature review
A review of articles on the SLR involving Industry 4.0 and smart manufacturing shows the
upward trend of systematic reviews in articles in these areas. These cases prove the
importance of conducting a systematic review in the present study field. These articles can
be placed in different categories, as shown in Figure 2.

Several studies in the systematic review are presented in Appendix (see Appendix
Table A1) as examples. Some of these studies examined the extent of knowledge in the
smart supply chain field and the smart supply chain field and supply chain dimensions that
have been influenced by Industry 4.0 (Abdirad and Krishnan, 2020; Tiwari, 2021). Another
group of studies looked at investigated the relationships between different manufacturing
systems, such as LARG (Lean, Agile, Resilient and Green) (Amjad et al., 2020),
Sustainability (Birkel and Müller, 2021; Cioffi et al., 2020; Kamble et al., 2018a) and Agility
(Mrugalska and Ahmed, 2021) and Industry 4.0. This research category also examined the
barriers to the relationship between these manufacturing systems and Industry 4.0. Industry
4.0 technologies is another topic many scholars have systematically reviewed (Cui
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et al., 2020; Sz�asz et al., 2020; Zheng et al., 2021). The impact of technologies on the
performance of manufacturing systems is the subject of some studies in this category, while
others examine smart manufacturing models and how their processes work (Bueno et al.,
2020; Egger and Masood, 2019; Osterrieder et al., 2020). The final category of studies
examined the maturity models and the level of industry readiness to deploy Industry 4.0
(Mittal et al., 2018; Sony and Naik, 2019), looking at the key elements of Industry 4.0
implementation and smart manufacturing and identifying readiness assessment methods.

Apart from these studies, Narwane et al. (2022b) analyzed the challenges of
implementing smart manufacturing. These researchers only focused on collecting the
challenges and the cause-effect relationships between them. However, to effectively
address and overcome the challenges and barriers inherent in implementing smart
manufacturing, it becomes imperative to ascertain the stakeholders involved and the
specific component of technology associated with each challenge or barrier. This
knowledge can aid decision-makers in making informed choices regarding appropriate
strategies and actions.

4. Methodology
In this study, we conducted an SLR involving barriers to implementing smart
manufacturing. Reviewing the literature in traditional ways may not cover all the
published research in the field and may mislead the authors in choosing ideas for future
articles (Lee, 2023). An SLR is a tool designed to extract and summarize data in the initial
research available in databases (Cioffi et al., 2020; Pacheco et al., 2018). Conducting a SLR
helps identify and compile relevant information (Egger and Masood, 2019) and, in
addition, introduces relevant ideas to the scientific community in the field (Cioffi et al.,
2020). SLR is a structured and repeatable scientific method that synthesizes and
categorizes existing information using a precise and objective process (Núñez-Merino
et al., 2020).

In recent years, SLRs have attracted the attention of many scholars in various fields,
such as medicine, computer science, engineering, business management and accounting
and decision sciences. The method was first presented by Tranfield et al. (2003). The
technique has also been developed in some studies (Mrugalska and Ahmed, 2021; Zonta
et al., 2020). In this study, the approach proposed by Tranfield et al. (2003) is combined
with the citation network analysis (CAN) and the main path. First, the goal is set, and the
research questions are identified. Then, a systematic search in the selected databases is
conducted based on the terms and keywords that were collected based on the research
questions. Afterward, selecting criteria in several stages will choose appropriate articles
that can answer the questions. Finally, the findings of the selected papers are identified
and analyzed. Among the final steps of SLR, two methods of CNA and main path analysis
(MPA) can be used.

As mentioned, an SLR reveals major contributions and research gaps in a given area. At
the same time, a method called Citation Network, which was developed by Garfield et al. in
1996, shows a structure of the devolvement of that area over time (Wilding et al., 2012). CNA
evaluates the interaction between research in a given field by examining references. The
CNA identifies the known articles and theories that affect the field’s development
(Gustafsson et al., 2014). The primary purpose is to identify and describe different patterns
between different actors. These actors are different according to the type of research. In this
study, the actors are articles involving barriers to implementing smart manufacturing.
Figure 3 shows the research framework.
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After conducting a CNA, using MPA can be practical. The objective of the MPA is to spot
the leading articles of each timespan, which points out the main direction of the studies.
MPA helps with the dynamic assessment of the targeted papers (Wilding et al., 2012).
Hummon and Dereian (1989) introduced this method to specify the main path of a scientific
field in the CNA (Hummon and Dereian, 1989). In this method, there is a weighted link
between every node (research). MPA consists of three steps (Wilding et al., 2012):

First, after forming a zero-one network of the nodes, the weight is formulated by using
Weightij ¼ TPij

TSSj
equation. In this equation, TPij is the total number of paths in the network j,

consisting of all the citations, and TSSj is all the paths between principles and purposes in
network j; this method is called search path count (SPC) (Batagelj, 1989). In the SPC method, all
the paths between the principle and the purpose are considered, and the weight is calculated by
counting all the paths from the principle to the purpose. In the second step, the main paths of
the links between the researches are recognized using traversal weights. These paths are
considered to be the mainstream of the literature. Finally, the main elements or main nodes of
the mainstream are selected. Values between zero and one are taken as the threshold for this
purpose to eliminate the extraneous elements of the research; the number is assumed to be 0.5
here. The study uses Pajek software to determine its critical path (see (Statsenko et al., 2022)).

4.1 Research questions
Existing literature lacks a comprehensive review focusing on the barriers hindering the
adoption of smart manufacturing practices within the context of Industry 4.0 technologies.

Figure 3.
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The presence of barriers presents a significant challenge for organizations seeking to
embrace smart manufacturing, impeding successful implementation efforts. Pinpointing
these barriers is crucial, but the action taken to mitigate them is equally essential. This
necessitates identifying specific technologies associated with each barrier and
comprehensively understanding the stakeholders impacted by or influencing these barriers.

Now, themain research questions (RQ) can be directly derived from this research gap:

RQ1. What barriers make Industry 4.0 technologies incompatible in manufacturing and
smartification?

Despite the benefits that compliance with Industry 4.0 may bring, there is a long way, with
numerous barriers, for organizations to overcome these barriers and realize the potential
benefits (Frank et al., 2019). Many organizations worldwide either do not have a plan to
implement Industry 4.0 or have a plan they do not implement because of the barriers they
encounter (Raj et al., 2019). Therefore, identifying and finding ways to address these barriers
seems critical in motivating organizations worldwide:

RQ2. What is the appropriate classification of the barriers to implementing smart
manufacturing? Howwill these factors fall into the identified categories?

Implementing smart manufacturing, in addition to changes in technological infrastructure,
brings about other changes in organizations. Changes in market boundaries and
organizational strategies are examples that require new business models. Furthermore,
organizations need to develop capabilities and a smart workforce and create a conducive
environment for innovation to become smart (Shamim et al., 2016). All these developments
generate barriers that can only be removed with managerial measures because having a
rational and scientific management approach in an organization leads to efficient planning,
organization and control of tasks (Maskuriy et al., 2019). Reviewing the literature regarding
barriers makes the lack of managerial perspective clear. At the same time, the technological
approach has received much more attention (Schneider, 2018). To close that gap, all the
barriers identified in this SLR have been categorized so that the management approach and
the executive and technological infrastructure are included. To consider the managerial
approach, the classification introduced by Schneider (2018) (see Table 1) is used, and to
classify with the executive infrastructure approach, the classification presented by Alaa
et al. (2017) is followed (see Figure 4):

RQ3. To which category of technology components does each identified barriers
belong?

According to the definition presented by the United Nations Industrial Development
Organization, technology consists of the knowledge and skills necessary to produce goods
and services that result from the power of human thinking and cognition and the
combination of laws in nature. In other words, it includes the application of science in
industries using procedures and directional studies. There are various categories of
technology components in the existing literature on technology. (Haines and Sharif, 2006)
introduced technology with physical, human, knowledge and social components, called
technoware, humanware, infoware and orgaware (Marlyana et al., 2018).

The technology embodied in the various tools and machines used to produce goods and
services is called technoware, including tools, equipment and machinery. Humanware is a
technology embodied in people (e.g. workers, technicians, engineers and managers), like
experiences, skills, knowledge, creativity and mental manifestations. Infoware is the
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technology embodied in the various information and documents required to produce goods
and services, including procedures, theories, descriptions of processes, observations,
instructions and a set of software. Orgaware, technology embodied in institutions (e.g.
workshops, factories and laboratories) is used in creating, completing, applying and
development of technology. All organizing and managing operations to manage the
institutions involved in technological activities can be located in this area (Sulistiyowati and
Jakaria, 2018):

RQ4. Which stakeholders does each barrier affect or is affected by?

Freeman (1984) defined stakeholders as a group or individuals who can affect or be
influenced by the achievement of an organization’s goals (Gamble et al., 2021). According to
the definition provided, stakeholders play a vital role in advancing the organization’s goals.
Therefore, their management can affect the success of an organization. The power of
stakeholders and their relationship to the issues facing the organization increases their
importance to the survival of the organization (Savage et al., 1991). Accordingly, it can be
concluded that identifying the Stakeholders associated with each barrier in the
implementation of smart manufacturing can be very helpful in managing those barriers.
Thus, by identifying the factor influencing or being influenced by each barrier, we can
identify the necessary measures and plan for their implementation. Figure 5 contains the
possible stakeholders associated with the barriers.

These refined research questions directly address the core aspects of the research gap,
facilitating a focused investigation into the barriers and challenges surrounding the
adoption of smart manufacturing practices.

4.2 Search strategies
The next step is to determine the key terms related to the topic and the selection of
databases. Based on the studies conducted in smart manufacturing and production during

Table 1.
Managerial industry
4.0 challenges:
managerial approach

Managerial challenges Description

Analysis and strategy This category includes issues that companies need to discuss to decide how to
implement Industry 4.0. Investigating the stimuli that will cause change falls
into this category

Planning and cooperation
and networks

Planning issues for running Industry 4.0 fall into this category. Extensive
communication cannot be easily established and brings problems and
challenges. These risks fall into the category of cooperation and networks.

Business models With the emergence of Industry 4.0 technologies, older business models will
no longer fit. Therefore, a new business model must be developed. There will
also be drivers and issues in changing the business model that can be placed
in this category

Human resources Based on smart manufacturing implementation, the role of the workforce has
changed, and thus the required expertise and skills have also changed. These
changes and developments will also lead to many issues in this category

Change and leadership Because of the changes resulting from the implementation of Industry 4.0,
governance, control and coordination of organizational and cultural
developments are among the issues facing organizations with Industry 4.0
will face. These issues and challenges fall into the category of change and
leadership

Source: Schneider (2018)
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the fourth industrial revolution and considering the goals and questions of the research, the
words and phrases included in Figure 6 are collected.

Using more than one digital library (DL) prevents certain studies from being
overlooked and biased in reviewing published studies (Núñez-Merino et al., 2020).
Therefore, the Scopus and Web of Science (WoS) DLs were selected for this research,
providing a complete set of published research. The Scopus and WoS academic
databases include research in various areas, such as social sciences, life sciences, health
sciences and physical sciences, and therefore be very useful for interdisciplinary
research. Both selected databases support the Boolean search system [1]. Thus, while
searching, it is possible to use operators like NOT, OR and AND to identify the most
relevant studies (Bag et al., 2018). In addition, with Scopus and Web of Science, the
results can be easily organized, and output can be obtained through software like
Publish and Prish and analyzed through VOSviewer (Wilding et al., 2012).

4.3 Article selection
Related articles are extracted by searching for keywords in Scopus and WoS databases.
Then, based on the relationship between the research, the questions and the criteria
determined in Table 2, relevant research studies are selected step by step. Figure 7 shows
the search and selection process.
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Moher et al. (2009) proposed a flowchart for reporting a SLR, which is called “Preferred
Reporting Items for Systematic Review and Meta-Analysis” (PRISMA). As can be seen in
Figure 7, the PRISMA flowchart of the current research is given. According to this report, in
the initial search, 7,876 articles were collected from two databases, 1,175 of which occurred
in both databases and this number was removed from WoS; leaving 6,703 studies. After
reviewing the titles of these research, 1,743 studies made it to the next step (reviewing their
abstracts). A review of the abstracts showed that only 507 studies appear relevant. Finally,
by examining the contents of the remaining 487 studies from the previous step, 133 studies
are identified to answer the questions and realize the appropriate goals.

Figure 5.
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5. Results
5.1 Citation network analysis
In this research stage, CNA of the articles is performed, using VOS viewer software.
Figure 8 shows the citation analysis of the selected studies’ keywords and terms that
occurred more than three times. The results of keyword analysis show that the words
“Industry 4.0,” “Internet of Things,” “Challenges” and “Barriers” have the most
frequencies in selected articles, and this result indicates the proper search and selection
of articles.

Table 2.
Selection criteria

Criteria Description

Criterion 1 Delete technical reports
Criterion 2 Eliminate research with less than four pages
Criterion 3 Eliminate research without the terms Industry 4.0, smart manufacturing

and smart factory based on titles, abstracts and keywords
Criterion 4 Eliminate barrier-free research and key success factors in Industry 4.0 and

smart manufacturing

Source:Authors’ own work
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5.2 Main path
As mentioned earlier, to identify the leading articles in each period, MPA is used to
determine the main path of the articles. In the graph resulting from this analysis, which is
the skeleton of the research process governing the barriers to implementing smart
manufacturing, the key research in each period is shown. The selection of these studies is
not based on the number of citations but on the maximum number of citations between all
paths over time. In Figure 9, seven studies from 1993 to 2021 have been selected and
arranged according to the formulaWeightij (see Section 4).

Müller et al. (2018) work is at the top of the chart, investigating the challenges and
opportunities as drivers of sustainability in Industry 4.0. This survey studies 746
manufacturing companies in Germany and shows the positive effects of Industry 4.0 in
environmental, social and economic dimensions (Müller et al., 2018). Sony and Naik
(2020) performed an SLR on the key enablers of the Fourth Industrial Revolution. Their
survey identifies ten critical elements of success, and each introduced as a solution for
I4 challenges. In 2020, the study by Stentoft, Adsbøll Wickstrøm, et al. became popular.
Drivers and barriers to implementing Industry 4.0 in small and medium-sized
manufacturing companies are the topics of this study, and it investigates the readiness
to adopt I4 technologies of four SMEs in Denmark. Raj et al. (2020) is another vital
research of the area. This research identifies the barriers to adopting I4 technologies in
the manufacturing sector and measures the relations between them using a Grey
DEMATEL. Like Raj et al. (2020), Kumar et al. (2020a) also investigate the connections
between I4 technologies’ adaptation. Among the surveys 2021, Cugno et al. (2021) and
Wankhede and Vinodh (2021a) are highly important. Cugno et al. (2021) assessed the
barriers to implementing I4 technologies in Italy, whereas Wankhede and Vinodh
(2021a) investigated the barriers to adopting cyber-physical systems in India. Likely,
future studies will specifically address the barriers to I4 technology adaptation in
different countries and industries.

5.3 Answers to research questions

RQ1. Barriers to the implementation of smart manufacturing.

Figure 8.
Citation analysis of
keywords
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One of the most critical steps in implementing a new manufacturing system is identifying
potential factors that can obstruct it. Reviewing the selected articles, all the barriers
mentioned in the research conducted until 2021 were extracted. Studies show that these
barriers can be seen in various manufacturing system components, such as customers,
production technologies, information systems, human resources and government. Table 3
shows the barriers to smart manufacturing.

Big data issues: Big data consists of a set of data with a large volume that is processed at
high speed. The use of Big data in smart manufacturing can be accompanied by barriers
such as their complex management (Yu et al., 2020b), access to Big data tools (Nasrollahi
and Ramezani, 2020) and analysis and storage (Ahmed et al., 2019). Big data issues were
observed in the steel-making industry (Brichni and Guedria, 2018) and the construction
industry (Alaloul et al., 2020). There is also data in organizations without Big data features,
and this category of data also faces issues that can get in the way of implementing smart
manufacturing. Issues such as data access (Micheler et al., 2019; Sharma and Sehrawat,
2020), data analysis (Fuller et al., 2020; Khan et al., 2020a, 2020b; Kumar et al., 2020b;
Nasrollahi and Ramezani, 2020; Rajput and Singh, 2019; Yu et al., 2020b), a combination of
diverse data and the difficulty of data collection (B�ecue et al., 2021; Dai et al., 2020;
Fernandez-Carames and Fraga-Lamas, 2019; Goh et al., 2020; Luthra and Mangla, 2018;
Masood and Sonntag, 2020; Mian et al., 2020), lack of high-quality data (Masood and
Sonntag, 2020; Nasrollahi and Ramezani, 2020; Raj et al., 2019), data storage (Ghahramani
et al., 2020; Matt et al., 2020; Micheler et al., 2019) and data complexity (Li et al., 2019) are
barriers that fall into this category.

High costs: The implementation of a manufacturing system requires updating existing
conditions to fit the new manufacturing system, and these changes require high investment
costs (Aggarwal et al., 2019; Choudhary et al., 2020; Contador et al., 2020; Alshubiri, 2022;
Alraja et al., 2023) which can be regarded as a significant barrier in the implementation of
smart manufacturing due to the resistance of managers and investors when it comes to
spending the money cost or a lack of financial resources.

Lack of adoptability: Fear of failure is a factor that may prevent organizations from
adapting to the achievements of Industry 4.0. For fundamental organizational changes to
occur, the willingness of managers to implement Industry 4.0 is essential. Thus, the lack of
management support (Aggarwal et al., 2019; Matt et al., 2020; Nasrollahi and Ramezani,
2020; Raj et al., 2020) is a barrier that will make the implementation of smart manufacturing
difficult. Lack of government support (Falco and Kleinhans, 2018; Abbasi and Kamal, 2020;
Aggarwal et al., 2019; Machado et al., 2019), lack of effective change management (Contador
et al., 2020; Ghadge et al., 2020; Teck et al., 2019) and poor research and development (Kumar
et al., 2021b, 2021c) can affect the adoptability of manufacturing systems.

Lack of new business models: A business model is a conceptual tool that includes a set of
elements and their relationships and shows the company’s logic for earning money. In other
words, a business model specifies what and how it is to be provided by the organization.
Therefore, when changing the organization’s goals and processes during smartification, a
new business model must be created (Chauhan et al., 2021; Contador et al., 2020; Nasrollahi
and Ramezani, 2020). As a subset of barriers related to the business model, a lack of a
systematic approach to implementation (Kumar et al., 2020a), a lack of a roadmap and
intangible strategy (Mian et al., 2020) for implementation of smart manufacturing will also
be considered as barriers.

Lack of skilled and trained workforce for I4.0: Making sure to align human values and
skills with the goals of the organization is critical. The emergence of smart manufacturing
makes it unavailable to experienced experts in this field (Brichni and Guedria, 2018;
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Barriers References

B1 Big data issues Alaloul et al. (2020), Brichni and Guedria (2018), Dalzochio et al. (2020),
Etemadi et al. (2021), Kumar et al. (2021b), Nasrollahi and Ramezani
(2020), Singh et al. (2018), Wankhede and Vinodh (2021a), Yu et al.
(2020b)

B2 High costs Abdul-Hamid et al. (2020), Ada et al. (2021), Aggarwal et al. (2019),
Alaloul et al. (2020), Bag et al. (2021), Balas et al. (2022), Chong et al.
(2002), Contador et al. (2020), Demirkesen and Tezel (2021), Faheem et al.
(2018), Foukalas et al. (2019), Gallab et al. (2021), Gamil et al. (2020),
Ghadge et al. (2020), Goh et al. (2020), Goswami and Daultani (2021),
Kamble et al. (2018b), Karadayi-Usta (2020), Khan et al. (2020b), Luthra
et al. (2018), Majumdar et al. (2021), Masood and Sonntag (2020), Matt
et al. (2020), Moktadir et al. (2018), Motta et al. (2018), Müller (2019),
Nasrollahi and Ramezani (2020), Obiso et al. (2019), Orzes et al. (2018),
Postranecky and Svitek (2017), Rajput and Singh (2019), Rauch et al.
(2019), Saleem et al. (2018), Singh et al. (2018), Wankhede and Vinodh
(2021b), Wolf et al. (2018), Zhao et al. (2019)

B3 Lack of adoptability Abbasi and Kamal (2020), Abdul-Hamid et al. (2020), Ada et al. (2021),
Aggarwal et al. (2019), Alaloul et al. (2020), Bajic et al. (2021), Bakhtari
et al. (2020, 2021), Brichni and Guedria (2018), Chauhan et al. (2021),
Chong et al. (2002), Choudhary et al. (2020), Contador et al. (2020), Cugno
et al. (2021), Cui et al. (2021), Demirkesen and Tezel (2021), Gallab et al.
(2021), Gamil et al. (2020), Ghadge et al. (2020), Goswami and Daultani
(2021), Karadayi-Usta (2020), Klein et al. (2018), Kumar et al. (2021b,
2021c, 2020a, 2020b, 2021d), Lu and Xu (2019), Luthra and Mangla (2018),
Machado et al. (2019), Majumdar et al. (2021), Mao et al. (2019), Matt et al.
(2020), Mian et al. (2020), Mihovska et al. (2015), Müller (2019), Müller
et al. (2018), Nasrollahi and Ramezani (2020), Obiso et al. (2019), Orzes
et al. (2018), Ozkan-Ozen et al. (2020), Raj et al. (2019), Rajput and Singh
(2019), Rauch et al. (2019), Rymarczyk (2020), Sharma and Sehrawat
(2020), Shayganmehr et al. (2021), Singh and Misra (2021), Stentoft et al.
(2020), Sulistiyowati and Jakaria (2018), Surati et al. (2021), Teck et al.
(2019), de Vass et al. (2021), Verma et al. (2019), Wankhede and Vinodh
(2021b), Zhao et al. (2019)

B4 Lack of new business
models

Contador et al. (2020), Kumar et al. (2021a, 2020a), Matt et al. (2020), Mian
et al. (2020), Ozkan-Ozen et al. (2020), Pirvu and Zamfirescu (2017), Rauch
et al. (2019), Teng et al. (2021)

B5 Lack of skilled and
trained workforce for I4.0

Aggarwal et al. (2019), Al-Salman and Salih (2019), Bag et al. (2021), Bajic
et al. (2021), Brichni and Guedria (2018), Contador et al. (2020), Cugno
et al. (2021), Demirkesen and Tezel (2021), Dikhanbayeva et al. (2021),
Gallab et al. (2021), Kamble et al. (2018b), Khan et al. (2020b), Kumar et al.
(2021b), Luthra et al. (2018), Mao et al. (2019), Motta et al. (2018),
Murmura and Bravi (2018), Nasrollahi and Ramezani (2020), Raza et al.
(2019), Sharma et al. (2021), Sharma and Sehrawat (2020), Shi et al. (2020),
Singh et al. (2018), Sufian et al. (2019), Teng et al. (2021), Wankhede and
Vinodh (2021b)

B6 Lack of standardization Ada et al. (2021), Bag et al. (2021), Brichni and Guedria (2018),
Demirkesen and Tezel (2021), Halse and Jæge (2019), Kamble et al.
(2018b), Luthra et al (2018), Matt et al. (2020), Wankhede and Vinodh
(2021b)

B7 Lack of technology
integration

Abbasi and Kamal (2020), Ada et al. (2021), Ajmera and Jain (2019),
Alaloul et al. (2020), Alromaihi et al. (2018), Bajic et al. (2021), Bakhtari
et al. (2021), B�ecue et al. (2021), Chauhan et al. (2021), Choudhary et al.
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Barriers References

(2020), Dai et al. (2020), Faheem et al. (2018), Fuller et al. (2020), Gamil
et al. (2020), Goswami and Daultani (2021), Jamai et al. (2020), Kamble
et al. (2018b), Klein et al. (2018), Kumar et al. (2021b, 2021c, 2020b, 2021d),
Laeeq and Shamsi (2015), Lu and Xu (2019), Luthra and Mangla (2018),
Machado et al. (2019), Majumdar et al. (2021), Mian et al. (2020), Motta
et al. (2018), Obiso et al. (2019), Orzes et al. (2018), Ozkan-Ozen et al.
(2020), Papakostas et al. (2017), Pirvu and Zamfirescu (2017), Pradhan
and Agwa-Ejon (2018), Rajput and Singh (2019), Rauch et al. (2019),
Rymarczyk (2020), Sadeghi et al. (2015), Saleem et al. (2018), Shi et al.
(2020), Singh et al. (2018), Sony and Naik (2020), Stentoft et al. (2020),
Teck et al. (2019), Verma et al., 2019), Vimal Jerald et al., 2017), Yang et al.,
2018), Yue et al., 2015)

B8 Legal issue Juet (2014), Ada et al. (2021), Aggarwal et al. (2019), Dalzochio et al.
(2020), Goswami and Daultani (2021), Juet (2014), Kamble et al. (2018b),
Khan et al. (2020b), Matt et al. (2020), Qarabsh et al. (2020), Raza et al.
(2019), Sharma et al. (2021)

B9 Market issues Ada et al. (2021), Ajmera and Jain (2019), Al-Salman and Salih (2019),
Alromaihi et al. (2018), Chauhan et al. (2021), Contador et al. (2020), Cui
et al. (2021), Dai et al. (2020), Faheem et al. (2018), Fuller et al. (2020),
Gamil et al. (2020), Ghadge et al. (2020), Kumar et al. (2020b, 2021d), Lu
and Xu (2019), Mian et al. (2020), Moktadir et al. (2018), Motta et al. (2018),
Orzes et al. (2018), Raza et al. (2019), Rymarczyk (2020), Sadeghi et al.
(2015), Singh and Misra (2021), Suciu and Hussain (2019), Verma et al.
(2019), Yue et al. (2015), Zhao et al. (2019)

B10 Scalability issue Abdul-Hamid et al. (2020), Brichni and Guedria (2018), Ghadge et al.
(2020), Li et al. (2019), Luthra and Mangla (2018), Masood and Sonntag
(2020), Mazzei et al. (2020), Shi et al. (2020), Yadav et al. (2020), Yu et al.
(2020b)

B11 Security and privacy
issues

Abdul-Hamid et al. (2020), Aggarwal et al. (2019), Bag et al. (2021),
Bakhtari et al. (2020, 2021), Balas et al. (2022), Barik et al. (2017), Bogle
(2017), Chauhan et al. (2021), Contador et al. (2020), Cui et al. (2021), Dai
et al. (2020), Etemadi et al. (2021), Fernandez-Carames and Fraga-Lamas
(2019), Fraga-Lamas and Fern�andez-Caram�es (2019), Gallab et al. (2021),
Goswami and Daultani (2021), Gupta et al. (2020), Kamble et al. (2020,
2018b), Khan and Turowski (2016), Khan et al. (2020a), Kumar et al.
(2021b, 2021c, 2021d), Laeeq and Shamsi (2015), Li et al. (2019), Luthra
et al. (2018), Luthra and Mangla (2018), Majumdar et al. (2021), Matt et al.
(2020), Mazzei et al. (2020), Mian et al. (2020), Moktadir et al. (2018),
Müller (2019), Nasrollahi and Ramezani (2020), Raj et al. (2020), Raza et al.
(2019), Satyro et al. (2019), Sengupta et al. (2020), Singh and Misra (2021),
Teck et al. (2019), Varga et al. (2020), Vimal Jerald et al. (2017), Yadav
et al. (2020)

B12 Structural issue Ajmera and Jain (2019), Brichni and Guedria (2018), Chong et al. (2002),
Kumar et al. (2021c, 2020a, 2021d), Laeeq and Shamsi (2015), Lepekhin
et al. (2019), Lu and Xu (2019), Matt et al. (2020), Orzes et al. (2018),
Sharma et al. (2021), Yang et al. (2018)

B13 Unclear I 4.0 contributions
and benefits

Bag et al. (2021), Cui et al. (2021), Demirkesen and Tezel (2021),
Dikhanbayeva et al. (2021), Matt et al. (2020), Orzes et al. (2018), Raj et al.
(2020), Satyro et al. (2019), Wolf et al. (2018)
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Singh et al., 2018). In addition, there is no skilled workforce to work in a smart factory with
smart machinery (Al-Salman and Salih, 2019; Kamble et al., 2018a). Therefore, continuous
training of employees is required to teach people to work under new conditions (Parente
et al., 2020). Training staff to acquire new skills can be difficult and costly (Contador et al.,
2020; Micheler et al., 2019; Sharma and Sehrawat, 2020; Teng et al., 2021). Analyzing the
steel-making industry (Brichni and Guedria, 2018), wood-furniture industry (Murmura and
Bravi, 2018) and automotive industry (Wankhede and Vinodh, 2021b) shows that the lack of
skilled and trained workforce for I4.0 is a vital barrier to the implementation of smart
manufacturing.

Lack of standardization: There are various heterogeneous devices within the smart
manufacturing system that adhere to different standards, making it very difficult to build
connections between them (Brichni and Guedria, 2018; Faheem et al., 2018; Goh et al., 2020;
Kamble et al., 2018b; Luthra et al., 2018; Matt et al., 2020; Satyro et al., 2019).

Lack of technology integration: The integration of technologies can affect communication
between devices, units and companies, creating problems. Lack of standardization will lead
to the use of heterogeneous machines and diversity of platforms (Sjödin et al., 2018), issues
such as unstable inter-firm connectivity (Gamil et al., 2020; Guelzim et al., 2016; Klein et al.,
2018; Mohamed et al., 2020; Singh et al., 2018), improper communication between devices
and device inconsistencies (Fuller et al., 2020; Gamil et al., 2020; Moktadir et al., 2018;
Papakostas et al., 2017; Yang et al., 2018; Yu et al., 2020a, 2020b).

Legal issues: Implementing smart manufacturing requires changes in rules and
regulations to ensure proper security management. In implementing smart manufacturing,
access to data and relations between employees and units undergo many changes.
Therefore, new crimes can happen. Because existing laws cannot deal with them, new and
appropriate regulations are needed (Aggarwal et al., 2019; Dalzochio et al., 2020; Juet, 2014;
Kamble et al., 2018b; Khan et al., 2020b; Micheler et al., 2019; Qarabsh et al., 2020).

Market issues: There are also market-related barriers to implementing smart
manufacturing. As competitors move towards smartification, competitive pressure on the
organization to make the change (Orzes et al., 2018) will increase because new and smart
competitors will dominate the market, posing a threat to the organization (Bajic et al., 2021;

Barriers References

B14 Weak interoperability Abdul-Hamid et al. (2020), Ada et al. (2021), Balas et al. (2022), Brichni
and Guedria (2018), Fraga-Lamas and Fern�andez-Caram�es (2019), Klein
et al. (2018), Kumar et al. (2021d), Matt et al. (2020), Mazzei et al. (2020),
Müller (2019), Sufian et al. (2019), de Vass et al. (2021)

B15 Weak IT infrastructure
and smart facilities

Bag et al. (2021), Bakhtari et al. (2020), B�ecue et al. (2021), Chauhan et al.
(2021), Contador et al. (2020), Cui et al. (2021), Fernandez-Carames and
Fraga-Lamas (2019), Fuller et al. (2020), Halse and Jæge (2019), Kamble
et al. (2018b), Khan et al. (2020b), Kumar et al. (2021b, 2021c, 2020b), Li
et al. (2019), Luthra et al. (2018), Luthra and Mangla (2018), Matt et al.
(2020), Mian et al. (2020), Müller (2019), Orzes et al. (2018), Ozkan-Ozen
et al. (2020), Qarabsh et al. (2020), Raj et al. (2020), Rajput and Singh
(2019), Raza et al. (2019), Shi et al. (2020), Sjödin et al. (2018), Sony and
Naik (2020), Stentoft et al. (2020), Teck et al. (2019), Wankhede and
Vinodh (2021b), Yadav et al. (2020), Zhao et al. (2019)

Source:Authors’ own work Table 3.
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Contador et al., 2020; Moktadir et al., 2018). However, fears of uncertain demand due to
market disruption (Kumar et al., 2020b) will cause the organization to resist implementing
Industry 4.0 (Chauhan et al., 2021; Gamil et al., 2020; Singh and Misra, 2021). Demand
forecasting difficulty (Kumar et al., 2021d; Mian et al., 2020) also makes organizations cast
doubt on the implementation of smart manufacturing.

Scalability issue: To implement smart manufacturing, all devices and organizations will
be connected, which will create a massive amount of data that must be stored, so the
scalability of the system must be guaranteed to prevent disruption and allow stakeholders
to access the information quickly and easily (Abdul-Hamid et al., 2020; Brichni and Guedria,
2018).

Security and privacy issues: Implementing smart manufacturing will create changes in
data access that will raise concerns about privacy intrusion (Nasrollahi and Ramezani, 2020;
Sengupta et al., 2020; Singh and Misra, 2021) and security, which is a barrier that will create
considerable resistance in the members of the organization. Partners are not sure how to
maintain the data, which will lead to mistrust between partners (Dai et al., 2020; Fernandez-
Carames and Fraga-Lamas, 2019; Laeeq and Shamsi, 2015; Matt et al., 2020; Müller et al.,
2018; Singh and Misra, 2021). In addition to organizational members and partners,
customers are also concerned about losing control of their information (Ghadge et al., 2020;
Majumdar et al., 2021; Singh and Misra, 2021; Teck et al., 2019). As such, privacy-related
concerns will make everyone more reluctant to share information (Fernandez-Carames and
Fraga-Lamas, 2019; Luthra andMangla, 2018).

Structural issue: The organizational structure should be designed following the
organization’s goals to be improved in line with those goals in case of any changes. And if
changes are made, it should be improved following those changes. Therefore, to implement
smart manufacturing, the existing organizational structure must also be changed. The
current organizational structure is unsuitable for the implementation of smart
manufacturing (Kumar et al., 2021c; Orzes et al., 2018; Yang et al., 2018) and requires
continuous design and deployment (Ajmera and Jain, 2019; Brichni and Guedria, 2018;
Kumar et al., 2021b). In smart manufacturing, due to autonomy and self-control, the
authority should largely be delegated (Kumar et al., 2020a; Matt et al., 2020) and this may
make managers reluctant.

Unclear I 4.0 contributions and benefits: For the implementation of each project, the
benefits and costs should be weighed, and practical, appropriate action should be taken.
However, a lack of awareness of the economic benefits of the digitization of production
(Kukharuk and Gavrysh, 2019; Matt et al., 2020; Ozkan-Ozen et al., 2020; Raj et al., 2020) and
of the contribution of the fourth industry revolution (Matt et al., 2020; Raj et al., 2020; Satyro
et al., 2019) can be seen. As a result, the organization’s managers and decision-makers will
have doubts about the implementation.

Weak interoperability:With smart manufacturing and the use of new technologies, some
changes in cooperation and relationships between manpower, machines, resources and
partners have also been made, but there are no newmethods concerning interoperability and
communication (Brichni and Guedria, 2018; Cugno et al., 2021). Several factors, including
resistance among the members of the organization, have prevented the system from
adapting to the new conditions, whereas the implementation of smart manufacturing
requires maximum coordination (Klein et al., 2018; Matt et al., 2020).

Weak IT infrastructure and smart facilities: In a manufacturing system, devices,
machines and equipment must be equipped with smart technologies. Therefore, the
immaturity of technology (B�ecue et al., 2021; Matt et al., 2020; Mian et al., 2020), lack of
gradual updating of technologies (Fernandez-Carames and Fraga-Lamas, 2019; Kumar et al.,
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2021b; Micheler et al., 2019; Raj et al., 2020; Teck et al., 2019), lack of manufacturing
equipment for Industry 4.0 (Halse and Jæge, 2019; Luthra and Mangla, 2018) and limitations
of device resources (B�ecue et al., 2021; Choudhary et al., 2020; Orzes et al., 2018; Qarabsh
et al., 2020; Yu et al., 2020a; Zhao et al., 2019) will be significant barriers to moving towards
smart manufacturing. The internet is vital in Industry 4.0 and forms the basis of many
relationships and actions, so weak Internet infrastructures (Kamble et al., 2018b; Ozkan-
Ozen et al., 2020) also prevent smart manufacturing (Sjödin et al., 2018):

RQ2. Classification of identified barriers

After identifying the barriers to implementing smart manufacturing, the next step is
assigning them to the specified categories. As mentioned earlier (see subsection 4.1), we
divided the barriers into two general categories (managerial factors and executive
infrastructure). Each of the two categories includes subcategories mentioned in Table 1 and
Figure 4.

Based on the definitions of each of these barriers provided by previous research, these
barriers can be placed in the above categorization. Table 4 shows this classification:

RQ3. Determining the component of the technology associated with each barrier

As previously mentioned, technology encompasses four main components: technoware
(tools and machines), humanware (manpower), infoware (experiences, knowledge and
creativity) and orgaware (organizing and managing operations within technological
activities). To effectively address barriers hindering the implementation of smart
manufacturing, it is crucial to identify which part of the technology each barrier is
associated with. This understanding enables managers to adopt tailored strategies
corresponding to the source of the barrier, thus enhancing implementation efforts.

Despite an extensive review of selected articles, no study has thoroughly examined the
relationship between technology components and barriers to smart manufacturing

Table 4.
Classification of

identified barriers

Barrier groups Dimensions Barriers

Executive
infrastructures

Concern on marketing Market issues

Concern about data management Scalability
Big data issues

Concern about device connectivity Lack of technology integration
Weak IT infrastructure and smart facilities

Concern about security and privacy Security and privacy issues
Managerial
factors

Analysis and strategy Unclear I 4.0 contributions and benefits

Planning and implementation Lack of standardization
Legal issue
High costs

Cooperating and network Weak interoperability
Business model Lack of new business models
Human resources Lack of skilled and trained workforce for I4.0
Change and leadership Structural issues

Lack of adoptability

Source:Authors’ own work
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implementation, highlighting a significant gap in existing literature. In the following
section, we determine the technology component related to each barrier based on definitions
and explanations provided in the selected articles.

The challenge of a skilled and trained workforce for Industry 4.0, as evidenced by studies
(Al-Salman and Salih, 2019; Kumar et al., 2021b; Murmura and Bravi, 2018), is clearly
associated with the humanware component. Similarly, Employee Fear and Resistance,
supported by research (Aggarwal et al., 2019), also align with the human component of
technology due to resistance stemming from unfamiliarity with new technologies.

Furthermore, High Cost, as indicated in studies (Choudhary et al., 2020; Contador et al.,
2020), is partly related to humanware, particularly regarding staff training costs. However, it
also intersects with technoware, as substantial expenses are directed toward manufacturing
system changes andmachinery upgrades (Aggarwal et al., 2019; Choudhary et al., 2020).

Weak IT infrastructure and smart facilities constitute technoware barriers, reflecting
equipment deficiencies. Lack of Standardization, addressing device heterogeneity and
compliance issues (Brichni and Guedria, 2018; Faheem et al., 2018; Goh et al., 2020) also falls
within technoware-related barriers.

In addition, lack of technology integration, impeding communication and coordination
among units or organizations (Fuller et al., 2020; Moktadir et al., 2018), primarily aligns with
technoware. However, it also relates to orgaware, given its impact on coordination and
communication efficiency.

Lack of adaptability, stemming from managerial support and strategic deficiencies
(Aggarwal et al., 2019; Matt et al., 2020), pertains to orgaware. Similarly, the absence of new
business models, crucial for organizational goals and strategies (Abdul-Hamid et al., 2020;
Kumar et al., 2021b), also correlates with orgaware.

Legal issues and market issues, affecting management activities and organizational
dynamics (Aggarwal et al., 2019; Bajic et al., 2021), are categorized under orgaware due to
their influence on organizational management andmarket positioning.

Structural issues affecting organizational alignment with smart manufacturing goals (Kumar
et al., 2021c; Orzes et al., 2018) fall under orgaware, impactingworkforce autonomy and self-control.

Unclear I4.0 contributions and benefits, hindering cost-effectiveness analysis (Kukharuk
and Gavrysh, 2019; Matt et al., 2020), are associated with orgaware. Similarly, Weak
Interoperability, affecting communication and collaboration management (Brichni and
Guedria, 2018; Fernandez-Carames and Fraga-Lamas, 2019), also falls under orgaware.

Security and privacy issues, resulting in stakeholder resistance due to data insecurity
fears (Fernandez-Carames and Fraga-Lamas, 2019; Obiso et al., 2019), relate to orgaware and
infoware, given their impact on data access andmanagement.

Furthermore, Big data issues and data issues, addressing data analysis and management
challenges (Ahmed et al., 2019), primarily align with infoware, considering their connection
to data management difficulties. Similarly, scalability issues, necessitating system
scalability for large data volumes (Abdul-Hamid et al., 2020; Ghadge et al., 2020), are related
to infoware (see Figure 10):

RQ4. Determining the stakeholder associated with each barrier

Among the selected studies, only Fraga-Lamas and Fern�andez-Caram�es (2019) dealt with the
relationship between challenges and stakeholders, specifically in the automotive industry.
They consider stakeholders such as car, ridesharing or ride-hailing passengers car ridesharing
or ride-hailing passengers, car entrepreneurs, tech companies, dealer/retailers, OEM/car
manufacturers, insurance companies, independent repair shops, aftermarket, governments and
public organizations, financial institutions, telecom and tech companies, scrappage/recycle,
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academia, car owners and lenders, fleet management companies. Then, they assigned the
blockchain challenges resulting from reviewing the literature to each stakeholder.

In other selected studies, this type of investigation has not been conducted directly, and only
based on the definitions and explanations of each barrier its related stakeholders can be found.

As mentioned earlier, manufacturing systems include employees, management,
customers, government, shareholders and competitors.

The adoption of smart manufacturing brings forth various challenges, each intersecting
with different stakeholders and technological aspects. Let us delve into these barriers and
their associated stakeholders:

Big data issue: The substantial volume of data within smart manufacturing systems
poses challenges in collection, analysis and management, impacting stakeholders (Fuller
et al., 2020; Khan et al., 2020a; Yu et al., 2020a, 2020b). Difficult data access further
exacerbates this barrier, affecting shareholders who rely on data within the manufacturing
system (Micheler et al., 2019; M. Sharma and Sehrawat, 2020).

Figure 10.
Barriers and their
related technology
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High costs: The significant operating and initial investment costs deter managers from
embracing smart manufacturing (Bajic et al., 2021; Chauhan et al., 2021), influencing both
management decisions and shareholder interests.

Lack of adaptability: Managerial resistance due to fear of failure hampers smart
manufacturing adoption (Aggarwal et al., 2019; Matt et al., 2020). Lack of government
support further impedes adaptability, impacting both management and employee readiness
(Abbasi and Kamal, 2020; Machado et al., 2019).

Lack of new business models: Stakeholders, including management and customers, play
pivotal roles in determining organizational strategies aligned with customer needs (Mian
et al., 2020).

Lack of skilled workforce for I4.0: Employees and management are key stakeholders
affected by the shortage of skills and training needed for smart environments (Al-Salman
and Salih, 2019; Kamble et al., 2019).

Lack of standardization: Communication complexities arising from differing device
standards impact management efficiency (Brichni and Guedria, 2018; Faheem et al., 2018).

Lack of technology integration: Disrupted connectivity between devices, units and organizations
challenges systemmanagement (Pradhan andAgwa-Ejon, 2018; Rauch et al., 2019).

Legal issues: Inadequate regulations complicate data management and organizational
activities, affecting management, employees and stakeholders (Aggarwal et al., 2019;
Dalzochio et al., 2020).

Market issues: Competitive pressures and customer resistance to change impact market
dynamics and organizational strategies (Bajic et al., 2021; Contador et al., 2020).

Scalability issue: Challenges in managing large data volumes disrupt data accessibility
andmanagement (Abdul-Hamid et al., 2020; Mazzei et al., 2020).

Security and privacy issues: Concerns over data security and privacy impact all
stakeholders, including management, employees and customers (Ghadge et al., 2020;
Majumdar et al., 2021; Teck et al., 2019).

Structural issues: Organizational structure adaptation and autonomy delegation
challenge both management and employees (Ajmera and Jain, 2019; Brichni and Guedria,
2018; Kumar et al., 2020a; Matt et al., 2020).

Unclear I4.0 contributions and benefits: Ambiguity regarding the benefits of smart
manufacturing affects stakeholder management and shareholder interests (Matt et al., 2020;
Ozkan-Ozen et al., 2020).

Weak interoperability: Resistance to cooperation among workforce, machines and
partners due to changing relationships disrupts organizational dynamics, impacting
employees, managers and shareholders (Brichni and Guedria, 2018; Cugno et al., 2021).

Weak IT infrastructure and smart facilities: The absence of robust internet platforms
hinders successful deployment, with implications for government and management
stakeholders (Bakhtari et al., 2021; Stentoft et al., 2020). See Table 5.

After reviewing selected articles, it becomes evident that a significant gap in the current
literature concerning the barriers to smart manufacturing remains unaddressed. This gap
involves identifying stakeholders capable of influencing barriers to smart manufacturing
implementation. Moreover, it is imperative to discern which stakeholders are associated
with each barrier, as they play a crucial role in overcoming these barriers. Despite its
importance, the only study to delve into stakeholders is by Fraga-Lamas and Fern�andez-
Caram�es (2019), focusing on stakeholders related to blockchain challenges in the automotive
industry. However, it is crucial to note that these challenges and stakeholders are specific to
blockchain within the automotive sector and cannot be generalized to smart manufacturing
and other industries.
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The stakeholders mentioned earlier are derived from definitions and explanations provided
for each barrier in the selected research. However, it is evident that the roles of some
stakeholders in various barriers have been overlooked. For instance, in the lack of
adaptability barrier, besides employees, management and government, other influential
stakeholders include competitors, customers and shareholders. Promoting smart
manufacturing among competitors can drive organizations to adapt smart manufacturing
practices to maintain competitiveness. Moreover, customer acceptance levels significantly
motivate organizations to embrace smart manufacturing. Shareholders, as primary decision-
makers within organizations, also wield significant influence. Therefore, scholars interested
in studying barriers to smart manufacturing promotion should consider this gap in
stakeholder identification.

6. Discussion
The findings related to research questions 3 and 4 are deeply intertwined and shed light on
the complex dynamics of smart manufacturing implementation.

The research reveals that barriers to smart manufacturing implementation are closely
tied to specific components of technology. For instance, barriers like a lack of skilled
workforce and employee fear/resistance are primarily associated with the humanware
component, whereas barriers like high costs and weak IT infrastructure fall under the
technoware domain. Similarly, barriers such as lack of adaptability and unclear I4.0
contributions and benefits are predominantly related to orgaware, emphasizing the
importance of organizational management and strategy. These findings underline the
necessity of identifying the technological aspect underlying each barrier to devise targeted
strategies for implementation.

The study also elucidates the stakeholders affected by various barriers in smart
manufacturing adoption. Stakeholders encompass a broad spectrum, including employees,
management, customers, government, shareholders and competitors. Each barrier intersects
with different stakeholders, influencing their decisions, behaviors and interests. For
example, barriers like high costs impact both management decisions and shareholder
interests, whereas challenges like lack of skilled workforce predominantly affect employees
and management. These findings emphasize the intricate network of stakeholders involved
in smart manufacturing implementation and highlight the need to consider their
perspectives and concerns.

We can discern a symbiotic relationship between technology components, barriers and
stakeholders in smart manufacturing adoption by linking these findings. Understanding
which technological aspect underlies each barrier allows for tailored strategies that address
specific challenges, thereby facilitating smoother implementation. Moreover, recognizing the
diverse stakeholders affected by these barriers enables stakeholders to align their interests
and collaborate effectively toward overcoming barriers. Thus, the findings underscore the
importance of an integrated approach that considers both technological and stakeholder
dimensions in advancing smart manufacturing initiatives.

7. Managerial implications
The findings of this study provide some practical strategies for the managers. Implementing
these strategies capitalizes on the dynamic relationship among technology components,
barriers and stakeholders, fostering the seamless integration of smart manufacturing
practices within organizations. Companies can effectively navigate the intricacies of smart
manufacturing adoption and maximize its benefits by directly tackling the challenges
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unearthed through this research and involving key stakeholders. In the following, we
discuss some of the strategies:

Integrated training programs: Develop comprehensive training programs to enhance the
workforce’s skills and knowledge (humanware). These programs should cover both
technical aspects of smart manufacturing technologies and soft skills to mitigate employee
fear and resistance.

Investment in technology infrastructure: Allocate resources to upgrade and maintain
robust IT infrastructure and smart facilities (technoware). This includes ensuring reliable
internet connectivity, upgrading machinery and tools and implementing advanced data
management systems to handle large volumes of data.

Standardization initiatives: Collaborate with industry stakeholders to establish and
adhere to standardized protocols and technologies (technoware). This will streamline
communication and interoperability between different devices and systems, reducing
complexities and barriers.

Change management strategies: Implement change management strategies to foster
organizationaladaptability (orgaware). This involves clear communication of goals and
benefits, involving employees in decision-making and providing adequate support and
resources for transition.

Government policy support:Advocate for supportive government policies and regulations
that facilitate smart manufacturing adoption (orgaware). This includes incentives for
investment in technology, rules promoting data security and privacy and initiatives to
bridge the digital skills gap.

Market awareness campaigns: Conduct market awareness campaigns to educate
customers about the benefits of smart manufacturing (orgaware). Highlighting the value
proposition and competitive advantages can incentivize customer acceptance and drive
market demand.

Strategic Partnerships: Forge strategic partnerships with suppliers, customers and
industry peers to address common challenges and share resources (orgaware). Collaborative
efforts can help overcome barriers such as high costs and interoperability issues.

Data management solutions: Implement advanced data management solutions and
analytics tools to address Big data challenges (infoware). This includes investing in data
processing and analysis technologies to derive actionable insights and improve decision-
making processes.

Privacy and security measures: Prioritize data security and privacy measures to alleviate
stakeholder concerns (infoware). Implement robust cybersecurity protocols, encryption techniques
and access controls to safeguard sensitive information and build trust among stakeholders.

Continuous improvement culture: Foster a culture of continuous improvement and
innovation within the organization (orgaware). Encourage experimentation, knowledge
sharing and feedback loops to identify and address emerging barriers and opportunities in
smart manufacturing implementation.

These strategies leverage the interplay between technology components, barriers and
stakeholders to facilitate the successful adoption of smart manufacturing practices.
Organizations can navigate complexities and unlock the full potential of smart
manufacturing initiatives by addressing the specific challenges identified in the research
findings and engaging relevant stakeholders.

8. Conclusion, future research and limitation
The widespread integration of smart manufacturing technologies presents an impetus for
organizational adaptation. However, various factors may hinder its implementation. This
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study aimed to identify and classify barriers to smart manufacturing adoption through a
SLR encompassing 133 relevant studies from 1993 to November 2021. This review revealed
15 barriers categorized into managerial factors and technological infrastructures, a novel
classification compared to previous studies solely focusing on technological barriers. This
classification offers managers insights into addressing barriers at different stages of
implementation, enabling a smoother transition to smart manufacturing practices.

Each identified barrier corresponds to a specific technology component, facilitating the
formulation of targeted strategies for barrier removal. In addition, pinpointing the
influential stakeholders associated with each barrier is instrumental. Stakeholders play a
pivotal role in decision-making and problem-solving within organizations, thus their
identification aids in devising effective strategies for smart manufacturing implementation.

Despite the study’s contributions, several research gaps were identified, offering avenues
for future exploration. First, while numerous studies have identified barriers, there remains
a dearth of comprehensive strategies for overcoming them. Future research could focus on
devising tailored strategies to address these barriers effectively. Second, determining the
stakeholders impacted by or influencing barriers remains underexplored. Investigating
stakeholder dynamics could provide valuable insights into decision-making processes and
organizational goal achievement. Finally, further exploration into the relationship between
technology components and barriers could inform targeted intervention strategies for
barrier mitigation.

However, this study has limitations, including language restrictions and potential
omission of relevant non-English studies. In addition, the study’s reliance on periodic
updates may have overlooked recent publications, warranting ongoing research in this area
to address emerging challenges and opportunities in smart manufacturing implementation.

Note

1. A Boolean search is a query technique that uses Boolean Logic to connect individual keywords or
phrases within a single query.
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Table A1.
A number of related

works

References Focus

Mrugalska and Ahmed (2021) The current state of knowledge of organizational agility in Industry 4.0
The role of Industry 4.0 technologies in organizational agility

Zheng et al. (2021) The applications of Industry 4.0 enabling technologies in manufacturing
business processes

Cioffi et al. (2020) Identifying the scientific community interest about digital manufacturing
systems

Cui et al. (2020) Discovering the drivers and requirements for big data applications in
smart manufacturing
Identifying the vital components of big data ecosystem to a better
serving of smart manufacturing

Tiwari (2021) The existing state of understanding and knowledge, which is available
on Industry 4.0 and SCI
The core research directions with reference to the adoption of Industry
4.0 and SCI

Abdirad and Krishnan (2020) Identifying the existing knowledge and trends in Industry 4.0.
Hizam-Hanafiah et al. (2020) Identification of the existing Industry 4.0 readiness models (academia/

industry)
Osterrieder et al. (2020) Analysis of the level of development in field of smart factory researches.

Cluster the diverse perspectives with regard to their thematic context
Amjad et al. (2020) Identifying the available approaches in manufacturing sector that cater

to either of lean, agile, resilient, green practices or the LARG paradigm
Identifying the appropriate methodology for technology-based LARG
implementation

Sony and Naik (2020) Identification of the key ingredients for assessing the readiness for
Industry 4.0 for organizations
Interrelationships will exist between these readiness factors

Egger and Masood (2019) Examining the present research status and challenges connected to AR
Bag et al. (2018) Discovering the Industry 4.0 enablers of sustainable supply chain

management
Developing a model by integrating the concept of Industry 4.0 and
sustainable supply chain management

Mittal et al. (2018) Whether the current smart manufacturing maturity models a good fit for
the specific requirements of manufacturing SMEs or not
How can the current smart manufacturing maturity models are adapted
to support SMEsgfttr43’ specific requirements in their evolutionary path
and the paradigm shift toward SM and Industry 4.0?

Kamble et al. (2018a) Discovering the different research approaches used to study Industry 4.0
Assessing the status of research in the domains of Industry 4.0
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