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1 Abstract 

Mass spectrometry is a widely used technology for the analysis of biological samples. In drug discovery, 

it is often applied to facilitate the identification of thus far unknown molecules in biological extracts. 

However, each sample may contain thousands of molecular features, making it difficult to determine 

which ones warrant further examination. To address this issue, FERMO was recently developed. This 

tool allows researchers to prioritize mass spectrometric features by filtering based on custom scores 

and to visualize them in an interactive dashboard. However, the current version of FERMO employs a 

framework that limits the interactivity of the dashboard. Moreover, FERMO is only available as an 

offline tool and therefore necessitates installation. To eliminate these limitations, we are developing a 

web application based on a more flexible framework while incorporating additional changes to further 

improve the user experience. While the development of the complete web application is still ongoing, 

we have already revised the backend and redesigned the dashboard as well as added previously 

impossible interactivity. A fully functional demo of the new dashboard is available at: 

https://fermo.bioinformatics.nl/example. These improvements facilitate the prioritization of molecular 

features and thus not only contribute to drug discovery but to all research fields where characterization 

of mass spectrometric features is involved.  

  

https://fermo.bioinformatics.nl/example


4 

2 Introduction 

Natural product research (NPR) is the study of secondary metabolites (also referred to as “specialized” 

metabolites) of living organisms like plants, fungi or bacteria. Identifying their chemical and biological 

properties aims to find pharmacologically relevant qualities which may be utilized to develop new 

drugs. In fact, NPR used to be the biggest source of active agents for medical drugs for a long time [1]. 

However, this research suffers from rediscovering already identified molecules which takes away 

resources from less futile approaches [2]. Moreover, in the early 2000’s synthetic molecules became 

more promising to discover new active ingredients because the process from a natural extract to an 

active agent is slow, difficult and consequently expensive [3]. Therefore, many pharmaceutical 

companies withdrew their support for this research [4]. Nevertheless, natural products (NP) remain 

important since they can act as a source of inspiration for synthetic drugs [5] to an extent such that 

from 1984 to 2014, 64 % of all approved, small-molecule drugs were in some way derived from NP’s [6].  

Analysis of NP’s most often involves a step of mass spectrometric analysis, after the individual 

compounds from a natural extract have been separated by high performance liquid chromatography  

(HPLC) or gas chromatography  (GC). Mass spectrometry (MS) is a powerful technology that allows for 

identification of molecules by determining their mass-to-charge ratio (m/z). To measure this, individual 

molecules are ionized and their mass analyzed in one of various ways. One such method is time-of-

flight, which utilizes the speed difference between ions with lower mass (faster) and ions with higher 

mass (slower) to calculate their m/z ratio. The resulting mass spectrum, plotted as a diagram of 

intensity (number of Ions) against m/z [7], depicts all molecules which were detected at the same 

retention time. Consequently, multiple mass spectra are generated to represent the entire retention 

period. By considering all peaks of the same m/z but across the different retention times, an extracted 

ion chromatogram, plotted as intensity against retention time, can be reconstructed (see Figure 1). 

Here, one peak is considered one feature and ideally corresponds to a distinct kind of ion. However, 

since different ions can have the same molecular weight, an additional step is often performed to 

differentiate between them: In tandem mass spectrometry  (MS/MS) the ionized parent molecule is 

fragmented into smaller ions, for example by collision-induced dissociation or photodissociation. 

Analysis of the resulting fragments then allows conclusions about the structure of the parent ion. [8] 

HPLC-MS can measure thousands of features in one single metabolite extract, producing large amounts 

of complex data [9]. This makes manual inspection of all features and selection of promising ones a 

time-consuming and ineffective endeavor. For drug discovery, however, only features that represent 

potentially new compounds and likely possess pharmaceutically interesting bioactivity are worth 

further examination. Tools and workflows have been developed to facilitate the identification of such 

features. For example, an analysis pipeline that was created by Zhou et al. connects different software 

tools, databases and algorithms to allow for more precise molecule identification [10], Nothias et al. 

introduced a workflow which links bioactivity scores to molecular networks [11] and Lee, et al. 

developed a web application to predict bioactive compounds from complex mixtures, called NP 

Analyst [12]. The recently developed software FERMO [13] is another notable solution. This software 

aims to facilitate the analysis of MS data by providing functionality to enter preprocessed MS or MS/MS 

spectra together with metadata like phylogenetic affiliation and phenotypic data such as biological 

activity. The data can then be filtered according to the user’s needs, before custom scores, which 
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quantify aspects like novelty, specificity and diversity of the features, are calculated. After that, the 

information is displayed in an interactive dashboard which allows the user to easily inspect it and filter 

for features of interest.  

What sets FERMO apart from most of these tools, in particular, is that it offers a graphical user interface 

(GUI) and therefore allows even researchers without extensive computational experience to visualize 

and prioritize their data effectively. However, FERMO operates fully locally. This ensures data security 

because it does not rely on a connection to the internet and no user data is logged. But it also means 

that the software has to be installed by the user. This can take time and may require troubleshooting if 

compatibility issues arise. Moreover, the computational performance of FERMO relies on the user's 

hardware. As a result, individuals with less powerful hardware or those working with particularly large 

datasets may experience longer processing times. Here, we present FERMO Online: A solution to the 

previously mentioned concerns by offering FERMO’s functionality as a web application. To guide the 

development, we performed a preliminary user analysis and revised FERMO’s underlying technology. 

Based on the results, we created the web application as an addition to the local version. 

Simultaneously, we incorporated beta-testing feedback and modified the layout, especially of the 

dashboard page. While the development of the full web application is still ongoing, a demo version, 

showcasing the new dashboard, is already available.  

Figure 1: Schematic illustration of how the extracted ion chromatograms (purple) and mass spectra (pink, green, blue and 

yellow) in LC-MS of one sample are interrelated. Created by Daniel Norena-Caro. 
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3 Technical Background  

A web application is a software that can be accessed on the internet. While everything the user can 

see and interact with, is handled on the frontend, data processing is usually handled on the backend. 

The following paragraphs provide a brief explanation of the key concepts in web development.  

3.1 Frontend 

The frontend, also known as the client-side, comprises code which is interpreted and executed by a 

web browser. Hypertext Markup Language (HTML) is employed to define the basic structure of one 

webpage of the application by explicitly declaring different components such as headings, paragraphs, 

images etc. Additionally, HTML templates often contain basic content to be displayed upon first access. 

The appearance of the different elements is defined with Cascading Style Sheets (CSS) which can be 

facilitated by using a library with predefined CSS styles such as Bootstrap [14]. Finally, JavaScript (JS) 

can be applied to make websites interactive. It allows to define functions that handle user input like 

the click on a button. Frontend frameworks such as React.js [15] or Vue.js [16] can be used to simplify 

the development of dynamic web applications. They introduce certain ways how to build the software, 

thus warrant homogeneity and avoid code redundancy [17].  

3.2 Backend 

The backend, or server-side, encompasses code to handle user data. In a web application a user can 

often upload files or enter text manually. This input is then sent to the server and processed there. For 

the GNPS Dashboard [18] for example, a user can enter a Universal Spectrum Identifier (USI) which is 

transmitted to the server and compared to databases in order to retrieve the corresponding MS data. 

The results are returned to the client to be displayed in the browser.  

A crucial step of backend-development is choosing an appropriate framework since it represents the 

foundation of a web application. Frameworks determine how the routing of Uniform Resource Locators 

(URL) is handled and enable the usage of databases. Moreover, they can facilitate the development of 

client-server-interaction or offer additional features like tools to avoid HTML code redundancy. Since 

the backend can be developed in any language, many different frameworks exist: examples include 

Express for JavaScript, and Flask for Python [19, 20]. Another noteworthy example is Dash, the Python-

framework used for FERMO [21] because FERMO adopts a browser-based approach, similar to that of 

a web application, despite operating locally. 

3.3 Client-Server Communication 

Both front- and backend are essentially a collection of files with code or static data such as images. 

These files are hosted on a server with a connection to the internet. To access the content of the web 

application, users need to enter the URL, which specifies the server's location, into the address bar of 

a web browser. Following that, the browser sends a request to the server to ask for the content [22]. 

The request is a message that has to follow a set of rules, the Hypertext Transfer Protocol  (HTTP), in 

order to be correctly understood by all involved technologies [23]. As depicted in Figure 2, the request 

passes through multiple proxies before it reaches the server. The first of these proxies is known as an 

HTTP server or simply web server.  
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HTTP servers, such as Nginx [24] and Apache [25], represent the connection between the client and 

the content the client tries to access. While these servers can store static content directly, most 

information has to be requested from an application which generates the response data dynamically 

and is sent via the web server back to the client [26]. Another proxy is required when the application 

is based on a language the HTTP server does not understand natively (e.g. Python or Ruby). For Python 

applications these proxies are Web Server Gateway Interface (WSGI) servers such as Gunicorn [27] and 

mod_wsgi [28]. They both convert incoming HTTP requests to the standard WSGI “environ” (a Python 

dictionary containing the environment, i.e. the HTTP request variables) and convert outgoing WSGI 

responses to HTTP responses [29]. WSGI servers often already include web server functionality. In 

those cases, dedicated web servers like Nginx are considered reverse proxies. These are nonetheless 

useful as they improve performance by distributing load among several servers and add a layer of 

security. [30]  

Figure 2: Model of the client-server communication. 
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4 Methods and Implementation 

4.1 User Analysis 

As a first step, we conducted a user analysis to set a well-reasoned foundation for the project. This is a 

means to anticipate users as well as situations those users might encounter while working with a given 

software. Here, the goals of the user analysis were to identify potential users of FERMO besides the 

initial target group of natural product researchers, what type of data they might use, which problems 

they could encounter and how those could be resolved. To answer these questions, we conducted a 

literature search, looking for papers which describe the analysis of MS data in different fields of 

research and with various workflows. Hypothetical problem-scenarios were developed based on 

general knowledge as well as drawing on input from colleagues of the department. 

4.2 Framework Selection 

As a second step, we established the foundation for the application itself by selecting a framework. For 

this, we created a list of potential frameworks by searching online for some of the most common web 

frameworks. Then, we began to compare these frameworks to each other based on five criteria. 

Flexibility and maintainability were considered to ensure long-term viability of the application, allowing 

for potential future additions to the functionality as well as low effort for small code changes, such as 

bugfixes. Performance was a factor as users may upload large datasets, making a slower framework 

more noticeable. Furthermore, ease-of-use was taken into account, because a complex framework 

would be impractical to learn and implement within the limited timeframe of this project. To assess 

these four criteria, each framework was evaluated based on official documentation, testimonials of 

other developers, and personal experience. As the final factor, we considered popularity, judged by 

Github stars and forks, as an indication for available support and resources. Evaluation of each criterion 

was summarized in ratings of 'low', 'medium', or 'high'. 

4.3 Code Design 

4.3.1 Main Application 

While developing the web application, we placed special emphasis on traceability as well as 

maintainability. Therefore, the web application was developed in an open source environment with 

version control on GitHub. Furthermore, the online version was conceptualized to extend, rather than 

replace the offline version. Consequently, new features that were developed in the context of the web 

application should also be transferable to the local application. In fact, there should only be one code 

foundation for both the online and offline version. The code should only differ between the two 

versions where absolutely necessary to keep the maintenance simple. For example, a database to store 

data of online users is not applicable to the offline version.  

To test Python functions which were not already present in, or derived from the original application, 

we developed unit tests. These tests were invoked automatically to ensure continuous integration. For 

this automation we utilized GitHub Actions, a feature which allows to define workflows to be executed 

when a certain event occurs or on a defined schedule [31]. For the development of this web application, 

we configured the workflows to be triggered whenever changes were pushed to the repository. 

However, unit testing was often unfeasible due to the dependence of many functions on the application 

context. For instance, functions that are executed in response to a user request require a request object 

which depends on the user’s input e.g. whether the user clicked on a button or hovered over a tooltip. 
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In such cases, we performed manual integration testing instead. This involved manually accessing each 

route and triggering all expected events such as button clicks and hovering over specific elements. 

Furthermore, we made efforts to adhere to best coding practices: All new functions were provided with 

extensive docstrings. Additionally, we added type-hinting to both new functions as well as those 

derived from the original application to ensure comprehensibility of the functions. Moreover, we 

maintained consistent styling according to the official style guide PEP 8 [32] by employing the linter 

Flake 8 [33]. Since frontend code, HTML and CSS, does not inherently offer ways to follow the DRY-

principle (“Don’t repeat yourself”) [34], we utilized ‘macros’. Macros are a tool that allows to reuse 

HTML code for recurring elements, provided by Flask’s underlying templating engine Jinja2. 

4.3.2 Demo 

To deploy a demo-version of the application, we created a new branch of the GitHub repository 

(https://github.com/mmzdouc/FERMO/tree/fermo_flask_demo) which only contains the minimal 

necessary files. We removed code for pages other than the example page and changed the main route 

“/” to redirect to the example page “/example” automatically. Subsequently, we containerized the 

application using Docker and Docker-Compose [35] in order to avoid compatibility issues as well as 

introduce another layer of safety. Since Flask’s own development server was not designed to handle a 

lot of traffic or take care of security concerns [29], Gunicorn and Nginx were chosen as the WSGI and 

webserver/reverse proxy, respectively.  

We created two Dockerfiles: One containing instructions for the Docker container that executes the 

actual application with Gunicorn, and the other for the Nginx server container. The two containers are 

connected by a corresponding Docker-Compose file. For our demo, the relevant code is stored and the 

Docker-Compose file executed, on the ‘Thornton’ server of Wageningen University. After successfully 

launching the containers, the ports leading to the executing application were exposed to the public.  

https://github.com/mmzdouc/FERMO/tree/fermo_flask_demo
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5 Results 

5.1 User Analysis 

To identify potential users and their use cases, we conducted a user analysis. This served to confirm 

whether a web application would be the most beneficial advancement of FERMO. The analysis showed 

that many individuals working with MS or MS/MS data of various small molecules from diverse 

backgrounds could benefit from FERMO (see Supplementary Table 1 and Supplementary Table 2). This 

includes natural product researchers, aiming to identify new compounds, but also environmental 

scientists seeking to monitor pollution. Also in the context of doping prevention FERMO could be 

applied. There, FERMO could support the identification of unknown metabolites from illicit drugs. 

These metabolites could henceforth be used to detect fraudulent athletes. In terms of computational 

experience, users may be bioinformatics experts as well as wet lab biologists or chemists with little 

experience regarding the different available software tools.  

The data may derive from various sources, ranging from biological and environmental to synthetic and 

can encompass different types of molecules such as amino acids, sugars etc. Additionally, the data can 

be formatted differently depending on what preprocessing software was used. Also, the size of the 

dataset may vary in number of samples and number of features per sample. All these different aspects 

give rise to several possible scenarios, where the original version of FERMO reaches limitations. All 

corresponding examples are shown in Supplementary Table 3. For instance, users without access to 

powerful computers may encounter difficulties analyzing their data as FERMO gets slow when 

processing many samples and/or features. Another user may encounter issues during the installation 

of FERMO due to a lack of troubleshooting experience. These limitations are eliminated with a web 

application, therefore FERMO Online is a justified further development. 

5.2 Framework Selection 

After we established the justification for a web application for FERMO, we had to choose an appropriate 

framework which would dictate how to develop the online platform. As a first step, we identified 

React.js, Angular, Vue, Svelte, Django, Flask and Dash as the most popular/relevant frameworks [17, 

29, 36-40]. However, due to time constraints of this project, conducting a comprehensive comparison 

of all these frameworks was deemed unfeasible (see Discussion for details). Therefore, we narrowed 

them down to the two most relevant ones: Dash, as it is the framework already used for the original 

FERMO and Flask because it was recommended by colleagues. 

Dash is a very good solution to build dashboard applications for Python-developers who have no 

experience with HTML, CSS and JS, as it allows to work entirely in Python. To do so, Dash was built on 

top of and depends on Flask, React.js and Plotly.js. It offers many elements such as graphs or dropdown 

menus ‘out of the box’. While creating custom elements is possible, it can be time consuming and more 

complex than creating them in HTML directly. Although Dash is popular among some scientists, the 

number of GitHub forks and stars (about 1900 and 18900, respectively on June, 29th, 2023 [41]) reveals, 

that it is far less used than Flask (15700 forks and 63400 stars on June 29th, 2023 [42]). Furthermore, 

the dependency on other technologies may negatively affect Dash’s performance because code has to 

be processed on multiple levels (from Dash to Flask, to React, to JS).  

Flask, in comparison, is a Python-based microframework. This implies, that it has minimal 

dependencies by default, allowing for flexible extensions as needed. Consequently, the entire frontend 

repertoire (HTML, CSS, JS) is available even though it requires manual integration. To facilitate frontend 
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development, Flask could be utilized in combination with a frontend framework. Moreover, as 

mentioned before, Dash itself depends on Flask. Therefore, a significant portion of the functionality 

can be seamlessly transferred to the Flask-only application. Furthermore, the wide popularity among 

scientific applications, including some within our institute, ensures the availability of prompt support. 

Considering all these factors, as summarized in Figure 3, Flask emerges as the right choice for this 

project.  

5.3 The Application 

5.3.1 Backend 

With Flask, we rebuilt FERMO’s underlying code responsible for routing and client-server interaction 

from the ground up. This was necessary because the approach to building a web application differs 

significantly between Dash and Flask. The first difference occurs when implementing the routing. Dash 

required accessing and changing the URL explicitly, whenever a different page was requested. In 

contrast, a Flask-application is set up by defining ‘routes’ for the various pages from the start. Each 

route is assigned to a function which contains instructions on what should happen when that route is 

accessed. This includes declaring different actions for different kinds of requests (e.g. GET or POST), 

consequently handling user input as appropriate.  

Functional code responsible for data processing was reused as much as possible. Nevertheless, the 

output format of almost all functions had to be adjusted, due to the new framework and changes in 

routing. Initially, many functions returned output in a Dash-specific format, or objects that were not 

JSON-compatible. However, JSON-compatibility was necessary for the Flask-application because the 

browser cannot handle python formats. The interaction between server and client, i.e. the handling of 

requests and responses, had to be implemented explicitly since Flask cannot automatically convert all 

data.  

Figure 3: Framework comparison between Dash (blue) and Flask (green). Criteria are judged on a scale 

from low to high. 
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5.3.2 Frontend 

On the frontend the general structure of the application (i.e. the user first accesses the landing page, 

then chooses processing or loading mode before being directed to the dashboard page) and overall 

design remained unchanged. Nevertheless, the increased flexibility of using HTML and 

Bootstrap/custom CSS directly allowed for some modifications to the layout.  

General changes, affecting all the pages, include increased spacing around elements in the header and 

footer. Additionally, we removed unnecessary scrollbars and buttons now exhibit a visual effect when 

the mouse hovers over them: The button darkens slightly in shade, and the mouse pointer transforms 

into a pointing-hand icon. 

The landing, processing and loading page underwent only few additional modifications. In the original 

application, each of these pages comprised separate scrollable sections. However, in the updated 

version, we merged these sections into a single cohesive section to create a more spacious and visually 

appealing layout. Nevertheless, we made efforts to maintain a clear distinction between the different 

sections. A comparison between the layouts is depicted in Figure 4, using the landing page as an 

example.  

Figure 4: Layout of the new loading page (top) compared to the old loading page (bottom). 
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Noteworthy elements are the multi range sliders such as the relative intensity filter on the processing 

page. While Dash offers convenient Python functions to create such sliders, with Flask we had to 

develop them using the frontend tools directly. Even though various input elements are available in 

HTML, range sliders with more than one handle are not provided. Consequently, a custom solution was 

necessary, involving the placement of two range sliders on top of each other and the utilization of 

JavaScript to modify their functionality. The corresponding code was based on an article published by 

Davidovic [43]. Images of all the different pages are displayed in comparison to the old layout in 

Supplementary Figure 1, Supplementary Figure 2 and Supplementary Figure 3.  

More significant modifications were made to the dashboard page since it represents the core of the 

application and thus allowed for the most substantial enhancement of the user experience. Here, we 

also incorporated feedback of the beta testing, conducted independently of this project. The most 

notable change lies in the new panels (see Figure 5). Originally, they had a fixed size but now they can 

be extended and collapsed which allows users to focus on the panel they are interested in. The two 

layouts are depicted next to each other for a better comparison in Supplementary Figure 3. 

Furthermore, we moved panel D, the feature table, to the left side. Removing the panel with 

chromatograms of samples containing the selected feature (see Supplementary Figure 3) altogether 

allowed more room for panel C, the Cytoscape graph. This decision was based on user feedback which 

suggested this panel to be more confusing than helpful. As shown in Figure 5A, horizontal scrolling in 

the sample table is prevented by arranging the table at the top in a vertical style and truncating the 

lower table after four columns. However, the truncated information is not omitted, but displayed when 

hovering over the respective row with the mouse. Similarly, we replaced the table below the Cytoscape 

graph, which presented node and edge information when clicking them, by a popup that appears in 

the top right corner of panel C when hovering over the nodes and edges (see Figure 5C). This is the 

result of a workaround, because the initial plan was to make use of the cytoscape.js-popper extension 

[44]. This extension allows to display popups right next to the elements where they belong to. However, 

unknown errors occurred, so that we were not able to utilize popper. Therefore, we manually created 

elements containing the corresponding information. Instead of appearing nest to the element, they are 

always displayed in the top right corner of the panel. 

Next to these visual changes, the dashboard also gained functionality. Due to the way Dash processes 

interactions, updating the chromatogram and feature table after selecting a feature in the Cytoscape 

graph was difficult to implement. With Flask, such interactions between the panels are handled with 

JavaScript directly, therefore, all elements are now updated after clicking a node that is present in the 

active sample.  

5.3.3 Further Necessary Steps 

The above-described modifications to front- and backend resulted in a prototype with a fully functional 

example dashboard. Nevertheless some critical functionality for the application is still missing.  

First and foremost, it is crucial to address the processing of user data on the processing page. To 

accomplish this, first the filter and settings data need to be collected and transmitted to the server. 

Additionally, input sanitation has to be employed to constrain file size and prevent malicious activity. 

Subsequently, the actual data handling has to be implemented. For this, a majority of the code from 

the original application can be reused because the processing functionality remains the same. Some 

adaptations however are required to incorporate the filter settings due to the fundamental differences 

in how Dash and Flask handle user input.  
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The processed user data should then be stored in an appropriate session-file, because the dashboard 

page was developed based on such a file. For the web application, however, this file must be assigned 

a unique name to prevent it from being overwritten by the file of another user. Furthermore, limited 

memory capacity of the server has to be taken into account. Session files should not be stored forever 

but automatically removed once the session is terminated.  

Finally, the completed application has to be deployed to the public. Since the additions to the code do 

not affect how the application can be containerized, the Dockerfile that was created for the demo 

version (see chapter 4.3.2) can be reused unchanged. That is, if the demo version is stopped because 

each port (i.e. the access point for an application on a server) can be used only once. Otherwise, the 

file would have to be adjusted to point to a different port. However, since the full application still 

contains a route for an example dashboard with preloaded data, the demo can be taken down without 

any downsides. Consequently, the finished application only has to be installed on the server, before the 

Docker-Compose file can be executed (see Methods, for explanation).  

These steps outline the minimal necessary requirements to deploy an online version of FERMO. 

However, we have also planned additional functionality to enhance FERMO further. These optional 

improvements are discussed in detail in chapter 6.3 of the discussion. 

5.3.4 Demo 

While the web application is still being developed, we made a demo version available to already 

showcase the new dashboard at https://fermo.bioinformatics.nl/example. This, fully functional, demo 

contains all improvements to the dashboard described above. It allows interested individuals to explore 

the dashboard and interact with an example dataset as described by Zdouc et al. (Preprint) [13]. Due 

to an upcoming update to the format of the session file and peak tables, these files are currently 

unavailable. Therefore we disabled the respective download buttons. To inform the user of this 

circumstance, we implemented a popup that appears when hovering over the corresponding elements. 

E D 

Figure 5: Overview over the entire dashboard (top left), zoomed in to each panel for a more detailed view. A: Sample table 

panel, while hovering over the second row in the lower table to display the additional information; B: Main chromatogram 

panel, after clicking one of the peaks. The selected feature is marked by the dashed frame; C: Cytoscape graph, corresponding 

to the selected feature and while hovering over one of the nodes to display  the additional node information; D: Feature table 

panel, displaying information of the selected feature; E: Filters panel with the default settings.  

https://fermo.bioinformatics.nl/example
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6 Discussion 

6.1 Framework Comparison 

Over the course of this project, we encountered several challenges that required adjustments to our 

plans. One example occurred in context of the framework comparison: The initial plan was to conduct 

an in-depth evaluation of all seven frameworks that were identified as relevant. However, the amount 

of time required to complete such an analysis was underestimated. The comparison was further 

complicated by the difficulty to objectively judge the chosen criteria. Consequently, we focused on two 

frameworks based on which seemed most relevant for the project. To evaluate the criteria, we 

summarized our research using ordinal values. This is however not guaranteed to result in the same 

conclusion for other researchers, as an assignment of these values is a subjective decision. 

Nevertheless, we argue that the framework selection was sufficiently reasoned because Flask indeed 

provided the desired flexibility, easy development and no reason to expect issues regarding the 

maintenance in the future.  

Furthermore, we identified several problematic situations a FERMO-user might encounter (see 

Supplementary Table 3) but it was unfeasible to address all of them during this project. We decided to 

create a web application because this provides the most benefits. Nevertheless, the other situations 

were not simply disregarded but can be addressed in future updates as described below. 

6.2 Other Tools 

Integration with Inventa 

An example for a remaining limitation is that FERMO was not designed to handle large numbers of 

samples; the current limit is reached at about a few dozen samples [13]. Some studies, however, may 

consider bacterial extracts obtained from many different growth conditions or water and soil samples 

from different locations, combined with different times of the day and different sampling methods, 

leading to very large numbers of samples. In these cases, FERMO is best used in combination with a 

tool that prioritizes samples first, such as Inventa [45]. Similar to FERMO, Inventa’s goal is to accelerate 

the mining of MS data. However, unlike FERMO, Inventa does not indicate the most promising features 

but identifies the most promising samples, i.e., those with a high probability of containing new 

compounds. It accomplishes this by calculating a priority score for samples based on structural novelty. 

The two tools could be combined in a single workflow, where Inventa would be employed as a 

preliminary method to filter out samples with presumably mostly known molecules. Then, FERMO 

could be used to prioritize the individual features of the remaining samples. 

Comparison to the GNPS Dashboard 

Another tool, that can be used in combination with FERMO is the GNPS Dashboard [18]. Like FERMO, 

it offers visualization of MS data in a dashboard view and is available online. However, it uses raw data 

as input and presents a lot of detailed information at once which necessitates scrolling to view all 

details. This can make it challenging to focus on specific aspects of interest. In contrast, we designed 

FERMO to present the most important information at a glance which helps to keep an overview while 

providing custom scores to prioritize features. However, as discussed in the article on the original 

version of FERMO [13], it is important to note that the chromatogram in the FERMO dashboard is a 

pseudo-chromatogram which may not accurately represent peaks with abnormal shapes. We therefore 

recommend features of interest to be analyzed in more detail using a tool like the GNPS dashboard. 

Hence, the most effective analysis can be achieved by leveraging the strengths of both tools in 
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combination, where FERMO aids in identification of features of interest and the GNPS dashboard allows 

for a more in-depth exploration of those features. 

6.3 Further Improvements 

Database and Processing Settings 

Next to an integration with Inventa, many other useful additions and improvements can be imagined. 

Among other things, we are considering the implementation of a database. This would facilitate data 

storage on the server and enable us to save session files for a longer period of time. An inspiration for 

this was antiSMASH [46], an online platform for the identification of biosynthesis gene clusters. There, 

a job is stored on the application server for a month. During this time, it can be accessed by the user 

with an individual URL. Similarly, we envision access to previous FERMO-sessions by entering an 

identifier in the URL or in a designated input field on the loading page. This would ensure that users 

can access their processed data even if they did not download the session file initially. 

Furthermore, we have made plans to incorporate a way for users to save the processing settings in 

order to improve the user experience. When a user has multiple files to be processed with the same 

non-default settings, so far, each option has to be set manually for each peaktable file. This may take a 

long time when all settings are changed. Generating a file where the settings are stored, offering it for 

download and implementing an input field for this file, would allow users to reupload it thus ensuring 

exact restoring of settings in very little time.  

Cytoscape Popups 

Furthermore, the popups on the Cytoscape graph should be revised. As described in the results, we 

used a workaround to display them, but the solution comes with a drawback: Moving the cursor too 

quickly over and off of nodes or edges can cause popups to get stuck on top of each other (see 

supplementary information, chapter 11.2 for an explanation on why this happens). The current ‘fix’ is 

to stay long enough on an element for the first request to finish before moving the cursor away to 

trigger the removal of all popups. Although this does not lessen FERMO’s functionality, it may give the 

impression that the application is not error-free and impair the user experience. Therefore, efforts 

should be made to prevent the popups from getting stuck.  

Draggable Panels  

While we already made the panels of the dashboard collapsible, it is possible to give the user even 

more control over the appearance of the dashboard by making the panels also draggable. Users could 

then decide exactly where each element is placed. However, this is likely rather complex to implement, 

thus the benefits must be carefully weighed against the costs. As long as the dashboard is relatively 

compact, the enhanced user experience is not enough to justify such a complex feature. Nevertheless, 

if more panels are added in the future, the benefits may take over and we will reconsider the possibility. 

Technical Aspect  

On a technical level, FERMO could be improved by developing automatic integration testing. For the 

application as it is presented in this study, integration testing was done manually. This holds the risk of 

missing potential issues and is consequently prone to introduce errors. A solution would be to make 

more use of GitHub Actions [47]. Even though this functionality is already utilized to test the installation 

and run unit tests of the Python code, it could be extended to include more advanced integration tests. 

Furthermore, we did not introduce any unit tests to the frontend yet, as it necessitates the 

incorporation of a JavaScript testing framework which requires a time investment that was not feasible 

in this project. This step is, however, strongly advised to keep the JavaScript code easily maintainable, 
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especially when FERMO’s functionality is extended in the future and consequently becomes more 

complex.  

Beta Testing  

Once the web application is completed, a second round of beta testing could be conducted. This would 

serve to identify additional possibilities to make FERMO more user friendly, and to evaluate whether 

the implemented changes had the intended effect. Ideally both individuals, who already participated 

in the first round or already used the original version for their research and new users without prior 

experience with FERMO will be asked to give their feedback. By obtaining input from both groups, we 

can evaluate how the impression has changed compared to the original version, as well as how intuitive 

the new application is. Specifically asking about opinions on the above discussed suggestions as well 

as explicitly inviting testers to express their own ideas and wishes would ensure that FERMO is tailored 

to researchers needs. 

6.4 Conclusion 

In conclusion, the improvements described in this report detail more than just the development of a 

web application; they encompass an extensive update of the original software. While the web 

application increases FERMO’s accessibility by being platform-independent, we also incorporated 

feedback from the beta testing in order to improve the user experience. By transitioning to a new 

underlying framework, we facilitated maintenance and development while increasing the application’s 

flexibility. This is especially beneficial for the many potential future modifications. Additionally, all 

changes have been implemented in a manner that not only enhances the web application, but also 

carries over to the local version. Even though there are many regards in which FERMO Online can still 

be optimized, we accomplished crucial steps towards an online platform. This platform harnesses the 

large amount of features in MS data by facilitating the identification of the most promising ones.  

FERMO adds valuable functionality to existing tools and data ecosystems as it offers a clear overview 

over relevant features. The most effective analysis can, in fact, be achieved, by using FERMO in addition 

to other tools such as Inventa and the GNPS Dashboard but also NP Analyst [12]. These tools 

complement each other by focusing on different aspects. Together, they can be utilized to avoid 

rediscovery of known molecules and reduce the waste of resources. This could convince 

pharmaceutical companies to reconsider their withdrawal of support for NPR. Moreover, we found in 

the user analysis that also researchers from other disciplines could apply FERMO. Therefore the 

completed update of the web application will undoubtedly bring substantial benefits to research 

endeavors across various disciplines. 
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7 Data availability 

Data for the example page was taken from MSV000085376 (https://doi.org/doi:10.25345/C5412V) 

[48] and processed with the original FERMO application (version 0.8.1). The resulting session-file can 

be found on the GitHub page of the FERMO project in the branch “FERMO_Flask” 

(https://github.com/mmzdouc/FERMO/tree/FERMO_Flask/example_data). Additional files used to 

test the behavior of the application were created by manually modifying this session-file. They can be 

found here: https://github.com/mmzdouc/FERMO/tree/FERMO_Flask/example_data/dev_files  

8 Code availability 

All code was developed open source under version control via GitHub and is available at 

https://github.com/mmzdouc/FERMO/tree/FERMO_Flask for the main application and at  

https://github.com/mmzdouc/FERMO/tree/fermo_flask_demo for the demo version.  
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11 Supplementary materials 

11.1 User analysis 
Supplementary Table 1: Overview over the backgrounds potential FERMO users might have. This list contains examples to 

demonstrate how versatile MS/MS and consequently FERMO can be utilized but makes no claim to completeness. Applications 

for Environmental sciences and Forensics are given more extensively since these fields may be less obvious to bring out 

potential users. 

Field Application Source 

Natural product research Drug discovery [1] 

Microbiome research Understanding the role of microbiota [2] 

Clinical research Personalized drug therapy [3] 

Plant research Plant metabolism [4] 

Food science Detection of toxic food contaminants [5] 

Environmental science Detection, monitoring of pollution in water/soil,  
Identification of chemicals of emerging concern 

[6] 

[7] 

Forensics Identification of unknown metabolites from drugs, 

New illicit drug identification, 

Doping prevention 

[8] 

[9, 10] 

[11] 

 

 

 
Supplementary Table 2: Overview over the aspects in which a potential user's data might differ. The list is however not 

exhaustive, other aspects and examples can be imagined. 

Data Aspect Examples 

Preprocessing software 

 

Mzmine3 [12],  

OpenMS [13], 

XCMS [14],  

MAVEN [15],  

MetaboAnalyst [16] etc. 

Size Few MB up to many GB  

Number of samples Tens up to thousands 

Type of molecules Lipids,  

Sugars,  

Amino acids,  

Fatty acids etc. 
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Supplementary Table 3: Possible "problem" situations a user might encounter when using FERMO and their ideal solutions. 

This list contains examples and makes no claim to completeness. 

Situation Solution 

User has access to their institution’s server but 

no rights to install software and the private 

computer is too old/slow or just not powerful 

enough to handle huge datasets 

FERMO online would not require installation and 

would allow remote computation  

NP researcher measured 3000 samples: extracts 

from different strains of a bacterium cultivated 

under different conditions, extracted in 

different ways etc. → too many for FERMO to 

handle 

Integration of sample preselection tools such as 

Inventa would help to choose a feasible number 

of samples 

 

Employee of a pharma company wants to 

analyze their sensitive data but it should NOT in 

any way become publicly accessible 

The local version of FERMO on the company’s 

computer does not expose the data to the public 

FERMO processing was performed in the 

browser but now the user wants to look at their 

results while they have to travel, however the 

internet connection is unreliable  

Loading the processed data into the local 

application makes evaluation of the results 

possible without an internet connection 

Junior researcher has never worked with a 

command-line, does not even know how to 

navigate to folders → installation may become 

difficult 

FERMO online would not require installation or 

knowledge of command-line usage 

User has changing workplaces such as 

laboratory, office and home office with each a 

different computer but their institution does not 

have servers to work on 

FERMO online would allow access to the 

software without installation on any device  

User normally preprocesses the data with XCMS 

and has never worked with Mzmine before 

Accepting output of different preprocessing 

tools would allow more flexibility for the user to 

work with their preferred preprocessing 

software 

 

 

11.2 Implementation of Popovers 

To display information about nodes and edges in the Cytoscape-graph when the user hovers over them, 

we intended to utilize the cytoscape.js-popper extension. Unfortunately, the implementation was not 

successful due to unknown errors or simply not appearing popups. The workaround we used was 

however also not ideal: In the current implementation, a “mouseover event” is triggered when the 

user hovers over a node or an edge and initiates the creation of the popup, whereas a “mouseout 

event” is triggered when the cursor is moved away again and removes the popup. These events are 

meant to occur successively, i.e. first the mouseover event, then the mouseout event. However, when 

the user quickly moves the cursor over and off of a node/edge, both events are triggered almost 
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simultaneously. Since we used the asynchronous fetch API to implement communication between 

front- and backend, functions following the fetch-call can execute without waiting for the fetch to finish. 

But because retrieving the node and edge information from the server takes longer than removing 

popups does, the mouseout event finishes before the mouseover event. Consequently, moving the 

cursor too quickly over and off of an element can cause popups to get seemingly stuck.  

 

11.3 The application 

 

Supplementary Figure 1: New layout of the loading page when no file is loaded (top) compared to the equivalent old loading 

page (bottom). 
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Supplementary Figure 2: New layout of the processing page (top) compared to old layout (bottom). 
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Supplementary Figure 3: New layout of the dashboard (top) compared to old layout (bottom). Both versions are depicted, as 

displayed when the dashboard is first accessed. 
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