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Summary

Background

Food can be intentionally or accidentally contartedaat any time and point along the chain
and the occurrence of contamination at one plactddoave a substantial effect on public
health (WHO, 2002). In addition to the public hkadhpacts, deliberate contamination could
cause potentially large economic consequencesdimmgucosts for response to an attack,
disruption of food distribution and long-term los$ consumer confidence. Food safety
systems such as HACCP and GMP do not specificalliyess the intentional contamination
of food (Takhistov and Bryant, 2006). Thereforegcigrity systems” such as 1SO28000:2005
(specification for security management systemsthier supply chain) and AEO (Authorized
Economic Operator) have recently been introduced, latter only since January 1, 2008.
Despite these new certification systems, recognined US security assessment study that
areas of communication, management support ancagtien with suppliers, customers and

carriers are often overlooked.

The objective of the study is to explore companedtivities in preventing the risk from
occurrence (risk prevention) and minimizing theesit loss after occurrence (risk mitigation).
Companies’ perceptions about risk prevention wexgtloed by addressingpntrol actions
taken andinformation sharingpractices employedRisk mitigation, or,robustness was
addressed by investigating companies’ emergencys@ad budgets. An extensive literature
was reviewed to get insight into the concepts dhise this study and in order to elicit
companies’ perceptions about their security peréoroe a semi-structured questionnaire was
developed. Companies involved have (part of) thaginess in the Netherlands and are from

the meat and vegetable supply chains.

Risk prevention

Companies hardly share information with suppliensl @onsumers regarding intentional
contaminations. Information sharing practices the more closely related to food safety
assurance, such as implementing information systemasntaining records on company’s
production processes, sharing sources of produatking and tracing, and recall procedures

are well undertaken.



With regard to control actions findings are somewgimilar as for the information sharing
practices: control actions that have close relatigmwith food safety issues such as assigning
responsibility to qualified individuals and restig access to key facilities and sensitive
areas are well undertaken. Security related pmstisuch as assigning senior management
position focusing on security, use of RFID and otleehnologies to verify container contents,
inspecting suppliers’ plants are not well undertekelACCP is considered as the main
guideline and certification scheme to prevent ititegral contaminations. Security specific
certifications such as 1SO28000:2005 and guidelisgsed by FDA and USDA FSIS are not

implemented.

Risk mitigation

Robustness seems to better organized at compaely(iex when there is a lack of facilities)
than at supply chain level (i.e. at times of ladkrawv material).With regard to emergency
budget companies do not seem to agree to mainaengency budgets to carry on operations

after occurrence of the risk.

Performance

= The overall performance of companies with regarddiions undertaken so far to protect
company’s processes is generally not perceivedetowdry good. Suppliers’ awareness
level and communication regarding security relates#ts are perceived as poor. The
overall supply chain readiness to respond to irdaat risks is generally not perceived to
be good.

= The meat sector outperforms the vegetable sectthieirarea of public interface, which
includes maintaining records on company’s processesl maintaining list of
local/national emergency contacts. Process and eshld/retail stage outperforms the
supply stage in maintaining emergency budgets iy @ its operation after occurrence
of the risk.

= |n the areas of communication management, processmgement, process technology,
metrics and infrastructure management, those compawith past risk experience
regarding intentional contamination perform bettean those who did not ever face the

risk.
Risk perception
Intentional contamination is generally perceivedaabreat at company level than at country

level and the magnitude of the risk is perceiveddanoderate.

vV



TABLE OF CONTENTS

ACKNOWLEDGEMENTS ....otiiiii ittt e ettt teee e e sttt e e e e s sttt e e e e e s st teeaaaeesastaeaaasasstbaeaeeaaansbaeeaeesanstbaneeeesansees I
YY1 PP 11
ACRONYMS ..ottt e e oottt e e e e s e a bttt e e e e et bttt e e e e sabeeee e e e s b bbe e e e e e e anbbbeeeeeeanbbeeeee e e nrees Vi
V2 (] 516 L@ I 1 PRSPPI 1
L L BACKGROUND......cceittttttteesittteteeesaastteeeeeessstaeaaesasteeeeeeeaaaetseeeee s s nbeeeeeeesan s beeeaesansbeeeeeesansebeeeeesannnnneeaenan 1
1.20BJECTIVES AND RESEARCH QUESTIONS OF THE STUDY . ..ceeeetittteteeeesitieeeeessantneeeesssnseeesssssnsneeesesssnsseees 2
1.3 RESEARCH FRAMEWORK. ....cettutttttteesitttteetaesansttseeaessanataseessasssteeeeesaanstbeeeeesansbbeeeesaannaanaassanbbeeeeeesannsnes 2
LA REPORT OUTLINE ... tttttteettuttttteeeesautteeeeaesanttaeeeessaasseeeaessamtbeeeeeesaasbae e e e e e s ambbeeeeeesamsaeeeeeeanbbeeeeeeesanbbnneeaesanns 6
2. DEFINING FOOD SECURITY AND SAFETY ..oiiiiiiii ettt ettt e sttt e e e e e sittae e e e sssaeea e s s ssiaeeaeessnnsnees 7
2.1 FOOD SECURITY VERSUS FOOD SAFETY. ... ttttttutetttttueesesuuneesesanneaeeansaaesestnaetestnaetertaereenaaann 7
2.2 CERTIFICATION SCHEMES ON FOOD SECURITY AND SAFETY ..uuuitttttiieaeetttseareasinseesssisesssssmnneesessnaaeaees 9
2.2.1 Are food safety measures sufficient for BEmUrity? ............evveiiiiii 10
3. LITERATURE REVIEW ON FOOD SECURITY RISKS AND PREENTION MECHANISMS................. 13
3. LFOOD SECURITY RISKS. .. ttttuuetttttuuaetettunaeeeestnsaeeeestasateeeesteeaeetsnaeernn et 13
3.1.1 Intentional threats to f00d SUPPIY ChAINSauau.tvviriiriiiiiiieiiccee e 14
3.1.2 Stages in the food supply chain and poSEEHRE ..o 15
B 2 RISK PREVENTION ...ttttttettuttttteeessttteeeeeessatteeteeesausaeeeaesaasteseeeeesaasbaeeeeeesanbbeeeeeeamnneeeeesannntseeeeesannnnneaeensn 17
3.2.1 INfOrmMation SNATING ......ccceeiiiiiei e eeeer e r e e e e e e e e e e s e et s e s s e e e e ereeeteaaeaaaeessessananannsnnnrnne 18
1T ©1o T 1] 01U g 1o7= U1 T o 1SR 19
3.2.3 Management and process teCHNOIOQY ... .o eeiiiiiiieeeee e 19
3.2.4 Operation management and CONTIOl ACHONS oo .....uiiiiiiiiiiiiii i 20
3.2.5 Awareness and supervision
3.2.6 Risk prevention guidelines..............
B.3RISK MITIGATION .tttuuueetettuteeeeettuaseeeattaeaeeaueeaaaeaessaaaeeastanaetastanaetestanaesestsnaaaaeessnnseessssnnseeressnnseees
3.4 SCIENTIFIC RESEARCHES INTO FOOD SUPPLY CHAIN SECURIT.....ccvttuuietittieeeeeriseesaninnseeseesnnneesessnnnnns 25
Y | = I o (O] @ ] K@ L € 2 PR PRPR 29
A L RESEARCH MATERIAL. ...ttttteettttteteeeesattteeeeesaastteeeeeaaasseeeeeesastteeeeeeeaastbeeeaeesansbeeeaeeesbaneeeeeastbeeeesssnnsrees 29
4.2DESIGN OF THE QUESTIONNAIRE .....cetettuttttteaessttteeeeessanttseesessasseeeeessaastseeeeessasssseeeesansssseeeessmnsnneeessans 29
SV LI PSR TPPPPPRPPS Q.3
A ANMETHOD OF ANALY SIS ... utttttttetiitttteeeeesatteeeeaessasttseeessaateseeeeesattseeeeessastbaeeeaesaasbseeeessassseeeaessanbbneeeeasans 31
T 1 S SRRSO 33
5.1RISK EXPERIENCE AND PERCEPTION. .. .cttttttutetttstuteessstsseesssssneesssnsnsseesesssneesssssneeeremmnneeresnnnaaaennn 33
5.2 NFORMATION SHARING. .....uttttttuieetettiteetestanteesestan s eeaasessaaaaeesssaaaasessaaeasessanaeseessaaeasanssnnseeressnnseerens 33
LoIRR 00 ] N Lo ] Y-V 1[N T N 35
LR 0] =10 S = PP 36
5.5.COMPANY’S OWN PERFORMANCE EVALUATION. .. .cttttuutetetttteeesesstasesssssasessssssasessesssnaessessnnaeesessnnaeeeees 37
5.6.OVERALL SECURITY PERFORMANCE ... ..cetttuutttttttteeasesutaeeststtneesassssnnaesestsnaasesssaeetarianaeeseraaasen 38
5.6.1 Performance scores of the competencies in eategory of the conceptual framework.............38
5.6.2 Relationship between the categories of tine@atual framework ............cevvvvveiiiiiiicceeeiiiiiiieee, 40
5.6.4 Comparison of the performance scores of tipply and process/retail stages .............ceeeemeeeeee. 40
5.6.5 Companies performance scores consideringmESEXPENENCE .......uuuviiieiiieiieeeeeeiieeeeeerieeaeeeeens 41
5.6.6 Companies performance scores considering &verage capital.........ccccccveeeeeeiiiiiiccccceeeeeeeeen, 42
6. CONCLUSION AND DISCUSSION .....uuiiiiieiiiimemnn e ssittettaesasstteeeessssstseeaesssssseeeassssssreeeesssssssseseessssssnnes 45
B.LIVIAIN CONCLUSIONS. ..1uuttttttunieetestusseesestaseeesesssaeaaesastan s aasessan s easeetaaaaeeassaaaeeassansaaeaessaneeeessnnaeeeesnnnnns
(I ] o U7 [ ] N SR
6.2.1 Reflection with the literature
6.2.2 Methods and MALEIIAIS ...............et et ee e e e e e e e e e e e e eee et e e seaeaeaaeeeeeeesesstsanaaseseeeaeeeeesssnns
6.3SUGGESTIONS FOR FURTHER RESEARCH ... .ccitttuuiieiittiieeteeti e eseatiseessaesasseesesssnaeesesssnaesessnnaeeessnnnns 20



REFERENGCES ... .ottt r ettt e e e e e e e e e e et e s s e e e rreeeeaaeaeas 51
APPENDIX | U.S. FDA GUIDANCE FOR INDUSTRY FOOD PRQIZCERS, PROCESSORS, AND

TRANSPORTERS: FOOD SECURITY PREVENTIVE MEASURES @ANCE ..., 53
APPENDIX Il SUMMARIZED SCIENTIFIC STUDIES ..ot 55
APPENDIX 11l COVER LETTER AND QUESTIONNAIRE ....comiiiiiiiiiiee e 59
APPENDIX IV SECURITY PERFORMANCE FEEDBACK TO RESPOIENTS........ccvieiieiiireeeee e 67

Vi



LIST OF TABLES

Table 1: Food Security versus food Safety. ..cceeeeecciiieiiii e 7
Table 2: Potential internal and external threat®tal contamination.....................eeeiimme 17
Table 3: Scientific researches and findings regaydupply chain security...................... 26..
Table 4: Respondents share of the total averageatapthe sample in each sector............. 30

Table 5: Perception about own company's informadiwaring practice in the field of

5= 0L U112 31
Table 6: Perception about own company's controbastin the field of security ............... .. 36
Table 7: Perception about own company's robusingse field of security ...................... .. 37

Table 8: Perception about company’s own and ovehalin performance in the field of
K= LU 1 PP UURPPPPP 37
Table 9: Cross-comparison of the overall mean scof¢éhe competencies by category.......39
Tablel10: Mean scores of the two sectors (meat agdtable) and stages (supply and
process/retail) of the food SUPPlY ChaiN. ... e eeeeeeeiecce e 41
Tablell: Perceived performance scores considedngpanies past experience regarding

intentional contamination and total average capital.............ccccceeiiiiininiiiiiiieeeeees 43

LIST OF FIGURES

Figure 1: Competency performance drives securitydafense performance. ...........ccccceenn... 4

Figure 2: Conceptual framework for measuring p&exisecurity performance of food supply
(o3 0= 1] 1S PP PPPRR 5

VIl



ACRONYMS

AEO Authorized Economic Operators

BRC British Retail Consortium

CDC Centers for Disease Control and prevention
FAO Food and Agriculture Organization

FSIS Food Safety and Inspection Service

FSS Corp. Food Safety Specialists corporation

GHP Good Hygiene Practice

GOARN Global Outbreak Alert and Response Network
INFOSAN International Food safety Authorities Network
NFPA National Food Processors Association
NCFPD National Center for Food Protection and Defense
SQF Safe Quality Food

USDA United States Department of Agriculture

US FDA United States Food and Drug Administration
WHO World Health Organization

Vil




1. Introduction

1.1 Background

Food is crucial for survival of human beings. Assitvery vital for life, it is always highly
susceptible to different accidental contaminatiansl security related risks. It is the most
vulnerable to intentional contamination by debiiitg or lethal agents (WHO, 2002).
Everyone needs to eat, meaning that an attackahdopply has a potential effect to a large
portion of the population (Shutske and Kenyon, 30660d supply chains begin with a vast
number of suppliers and producers (farms) and awtude numerous transportation,
processing and distribution facilities that are @dirt of bringing the food to the point of
consumption (Coleman, 2004). Food can be intenffypoa accidentally contaminated at any
time and point along the chain and the occurrefi@®@tamination at one place could have a
substantial effect on public health. In addition ttee public health impacts, deliberate
contamination could cause potentially large ecomorwnsequences including costs for
response to an attack, disruption of food distrdttrade restrictions, long-term loss of
consumer confidence, and ultimately, loss of maskeire to a food businesses and the

natior.

There are different food safety management prognaitisn the food industry such as Good
agriculture practice (GAP), Good manufacturing pcac(GMP) and Hazard Analysis and
Critical Control Point (HACCP) and other HACCP basystems (WHO, 2002). These food
safety programs provide manufacturers, wholesalats retailers the information and tools
they need to ensure that they are properly protgatonsumers by selling safe and healthy
food and operating within the scope of regulat@yuirements and best practices. Food safety
guidelines and certifications are sometimes comstias food security guidelines. However,
according to Takhistov and Bryant (2006), the taaled for food safety are not designed for
food security. There are different food security guidelines ébiby different organizations
such as USDA FSIS and U.S. FDA aimed at preventimg food supply chain from

intentional contaminations. Despite these food scguidelines, a US security assessment

! Economic consequences of intentional risks witl m@investigated in this study
2 Food security in this study is defined as “prdtegthe food supply from intentional contaminatiorst as “peoples
physical and economic access to food for life” efinetd by WHO (2002).

1



study identified that areas of communication, managnt support and interaction with

suppliers, customers, and carriers are often ovkeeid.

1.2 Objectives and research questions of the study

As it was previously indicated, the food systemrdsognized to be the most vulnerable to
intentional contamination which could have largeefon public health. The main objectives
of the proposed study are:
* To explore companies’ activities in preventing tiek of intentional contaminations
from occurrence (risk prevention).
* To explore companies’ activities in minimizing thize of loss after occurrence (risk

mitigation).

In line with the objectives set above, the studyudes the following research questions:

* What kind of information do companies share withitisuppliers and customers with
regard to intentional contaminations?

* What motives/incentives do companies have to sterarity related information?

* What activities do companies perform to protectrfrand defend against intentional
contaminations?

« What kind of technologies do companies adopt toveme the intentional
contaminations that might arise along the suppgirch

* What activities do companies perform to recovemfl@nd stay in operation whenever
any security related risks arise along the suppiirs?

* How do companies perceive threats to the supplindecurity?

1.3 Research framework

Based on a literature review of existing secumtgticators for supply chains, a conceptual
framework for measuring companies’ security perfamce was developed. The conceptual
framework has been based on findings from Clos85RMHe identified ten competencies that
a company needs to consider to enhance the ogergily chain security.
The competencies are defined as follows:

* Process strategy. Refers to company’s philosopggrding the importance of food

supply chain security. This includes different @weristics such as company’s senior

¥ NCFPD (2005) annual report: http://www.ncfpd.umuifathout/reports/annual_report_2005.pdf
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management commitment to security, assigning semanagement position and
commitment to security; encourage security cultasea necessary condition for
implementing an effective security management, idemgg security as a means to
provide competitive advantage, necessary to prai@ctd and cost of doing business.
Process management. Refers to how people do thamgsedures for dealing with
internal operations (shipping, receiving handlirtg).eThis includes characteristics
such as employing security guidelines from FSI®, afstest incidents to test supply
chain protection capabilities, employing HACCP tighout the supply chain.
Infrastructure management. Refers to the mannawhith a company secures its
premises and products. This includes the presehgates, guards, fences, seals on
containers/ trailers and security checks on emp@syenaintaining empty trailers in
secure environment, access control to critical aamgpinfrastructure, maintaining
restrictive controls, maintaining loaded contrats Secure environment and access
control for employees.

Communication management. Refers to training, dduta and internal
communication in food security. This incorporatesevention information and
response in food security awareness.

Management technology. Refers to information tetdmo at the collaboration and
company level regarding security. This includes vhng valid and timely
information to supply chain partners regarding siécincident responses.

Process technology. Refers to diagnostics anditrgaystems to monitor processes.
This includes uses of RFID technology to track peid including salvaged,
reworked, and returned products.

Metrics/measurement. Refers to guidelines regartimg security is measured. This
includes implementing industry, company, and gonemnt guidelines regarding
supply chain security.

Relationship management. Refers to relationshipth wuppliers, customers and
carriers. This includes use of historical inforroatfrom security audits to determine if
relationships should be maintained with customemnsl application of specific
educational programs for supply chain partners rokgg security procedures,
incentives for employees, consequences for sugpingartners who fail to comply
with security procedures and the use of supplyrcisaicurity audits for frequently

used suppliers.



* Public interface. Refers to relationships with goveent and public. This includes
participation in emergency preparedness planninth veippropriate government
agencies, collaboration with public health groups)d establishing a risk
communications strategy for media/public.

» Service provider management. Refers to relationsghip carriers, warehouses, and
other service providers. This includes verificat@nservice provider’'s qualifications,
collaboration with service providers to improve wéy programs and requirement to

implement controls that prevent food product corniation from service providers.

After defining the above competencies, he devel@essearch framework for supply chain

security as follows:

Process Process strategy Service provider
Management

Infrastructure Public
Management infrastructure
Food supply chain
security
Communication Relationship
Management Management

Management Process technology Metrics
technology Measurement

Figure 1. Competency performance drives securitydafense performance.
Source: https://www.ift.org/fooddefense/22-Closs.gd

The reason in using this framework as a referenat conceptual framework is that to our
knowledge there is no other framework developedn&asure security performance in the
literature. Therefore, we adopted all the compeésndefined above except “service provider
management”, which has been left out because ofclitseness with “relationship
management”. In our conceptual framework, secumpigrformance depends onisk
preventionwhichrefers to preventing a risk from occurrence askl mitigation,which refers

to minimizing the size of losses after a risk hasusred. Risk prevention includes two main
categories:information sharingand control actionsand risk mitigation or, robustness

includes emergency plans and budgets.



The first categoryjnformation sharing will address the kind of information (forward and
backward) that companies could share with theiinrcheembers regarding intentional risks,
the motives they have to share such kind of infélonathe kind of technology they use and
the relationship they have with suppliers, cust@mand government regarding sharing
information related to securityCommunication management, management technology,
relationship management and public interfaame some of the competencies classified under
this category. The second categargntrol actions will address the activities that companies
could perform to protect from and defend againstntional contaminations. Some of these
activities include assigning senior managementtiosifor security, security control of a
company’s overall operation (process, premise$, ebnitrol actions which include inspection
of suppliers’ performance and requesting certifcet, employee training and creating
awareness among supply chain members and compaarigspation in different prevention
activities with chain partners, government and o8takeholdersProcess strategy, process
management, process technology, infrastructure mament and  security
metrics/measuremengse classified under this category. The last égigsrobustnessvhich
refers to the ability of companies to recover aiay 1 operation. Robustness of a chain is not
considered in the previous framework as a sepanaieator. In this study, robustness is
considered as one aspect that affects the perf@enainthe chain in minimizing losses after
occurrence. Robustness includes plans and emergeggets that companies could maintain
to continue their operation. Overall these varialddfect the performance of the chain in
preventing and minimizing losses of intentional teonminations. Based on the categories

mentioned above, the following framework has bearetbped.

Risk prevention Risk mitigation
I
Information sharing Control actions Robustness
- Communication management - Process strategy - Emergency plans
- Management technology - Process management - Emergency budgets
- Relationship management - Process technology
- Public interface - Infrastructure management

- Security metrics

A 4

Food supply chain
security performance

Figure 2: Conceptual framework for measuring peextisecurity performance of food supply chains.



1.4 Report outline

= Chapter 2 presents the definition and the diffecentification schemes of food security.

= Chapter 3 presents literature review of food séguhreats and prevention mechanisms.
In this chapter the different types of intentiotiakats to food supply, ways of preventing
the risk, and how companies develop resilient suppéin are discussed.

= Chapter 4 presents the materials used to investiganpanies’ opinion and attitudes in
securing the food supply chain from intentionaksisThe sample source and method of
analysis used is also presented.

= Chapter 5 presents the findings of the researclsulRefrom the questionnaire are
presented and it ends with the particular implaragiof these findings.

= Chapter 6 contains the conclusion, discussion agdestions for further research.



2. Defining food security and safety

This chapter will define the concept of food sestirfood safety and the main difference
between the two concepts. In some cases food safetyfications like HACCP are
considered as applicable and effective measurgseteent intentional risks to food supply.
However, according to (Takhistov and Bryant, 20@6gre is a need to update the existing
system with the mechanisms to decrease the pdténtiantentional contaminations of the
food supply. So, in this chapter the different ifieetion schemes for supply chain security
and the reason why food safety programs like HAG@Pineffective to prevent intentional
risks will be presented. The following table shosane of the main points raised in this

chapter.

Table 1: Food Security versus food safety.

Food security Food safety
Definition - Safeguarding the food system agaipst Safeguarding the food system agaipst
intentional contamination. unintentional contamination

Synonyms -Food defense

- Food terrorism
Similarities - Prevention of contamination Prevention of contamination
Difference - Concerned with intentional contaminations | - Concerned with unintentional

- Threats often cannot be anticipated contaminations

- Threats can be reasonably anticipated
Certification | - CARVER+Shock, ISO 28000: 2005, AEO HACCP, BRC, SQF, EUREP-GAR,
schemes 1ISO9001:2000, ISO 22000:2005 ,GMP
and GHP

Basic - Clearly understand what needs to be protecied Personal hygiene for food professiofials
principals - Apply the highest security to the most critical - Time and temperature control

components - Cross-contamination prevention
Employ a layered approach

Reduce risk to an acceptable level
Security must have strong management
support

* http://www.foodsafetyspecialists.com/food_sétuntm

2.1 Food security versus food safety

Food security is generally defined as “The procdsafeguarding the food system against the
intentional contamination. Recently, there has b&eamange in terminology regarding food
security efforts. Several agencies as well as attades and industry organizations are calling
food security effortsfood defensé This is an appropriate terminology for encomjgsll
food security efforts. Overall, “food defense” wduihclude all prevention, preparedness,

response and recovery efforts (Goodman, 2005). Mexkyehe traditional definition of food

* http://www.dhhs.nh.gov/DHHS/FOODPROTECTION/LIBRARSct+Sheet/food-safety.htm



security in the world of public health refers te timplication that “all people at all times have

both physical and economic access to enough favahnfactive, healthy life” (WHO, 2002)

According to National Food Processors AssociatidRRA) food security is different from
food safety in that food security serves as the rettdbunder which food safety operates
Many businesses are used to think in terms of &afdty, and while both food safety and
defense are concerned with contamination of thel feopply, the food security/defense
program helps companies understand how and whee $applies could be intentionally
contaminated. Food security threats often cannot abécipated without intelligence
information, and involve criminal acts. Such atsck the food supply could feasibly occur
at any point in food production, and the motivatroight include causing illness or death, or
producing economic or psychological damage, incgdiconsumer fear and loss of
confidence in the food supply. In contrast, unititeral contamination of food products can
be reasonably anticipated based on the type of fwodessing involved (Wright, 2007).
However, sometimes, though not always, the sameapt®ns can prevent both accidental
and intentional disruptions (Suarez, 2006). TheRI® in its progress report “Ensuring the
safety and security of the nation’s food supplyatstl: “Food security and safety are
integrated goals. By building upon the nation’secéwod safety/public health systems and
expertise, while strengthening expertise and c#éifabineeded to address the terrorist threat,
FDA is enhancing food security and is improvingdaafety in the process”.

Connecting food safety and food security

Connecting food safety and food security to faatiéitthe development of a comprehensive
food defense strategy should be a major goal (Gaogr2005). For those who have worked
in food safety, the rapidly evolving field of foagcurity is something new and interesting,
but may not be fully understood. Effective foodetgfprograms have existed for years, and
have been instrumental in ensuring the safety efftod supply. Different programs and
connections from food safety efforts can help irvedeping new food security efforts.
Connecting food safety with food security will help develop new initiatives to raise the
awareness of industry and convince companies tonbecstakeholders in this process and
protect themselves against the threat of intentioad contamination. It is imperative that
industry, academia, and government enter into s@eship to assess vulnerabilities and make
progress over time to secure the food supply (G@dr2005).



2.2 Certification schemes on food security and safe  ty

There are different food certification schemes tmattribute to safety, quality, and security of
the food products and that provide producers, wdabdes and retailers the information and
tools they need to ensure that they are propedyepting consumers. HACCP, BRC, SQF,
EUREP-GAP, 1SO9001:2000, ISO 22000:2005, GMP andP@ke some of the certification

schemes issued with regard to safety and qualifpad products. The focus of this paper is
mainly to the certification schemes related to sécwf the supply chain. However, all the

certifications are not specific to food supply chaiather they deal with all kinds of supply

chains.

CARVER+shock
CARVER+Shock is an offensive targeting prioritipeti tool adapted from the military
version (CARVER) for use in the food industryThe tool can be used to assess the
vulnerabilities within a system or infrastructucean attack. It allows the user to think like an
attacker to identify the most attractive targetsdo attack. By conducting a CARVER+Shock
assessment of a food production facility or procdbe user can determine the most
vulnerable points in their infrastructure, and fectesources on protecting the most
susceptible points in their system. CARVER is aroagm for the following six attributes
used to evaluate the attractiveness of a targeitfack:

- Criticality - measure of public health and econommeacts of an attack

- Accessibility - ability to physically access a terg

- Recuperability - ability of system to recover fram attack

- Vulnerability - ease of accomplishing attack

- Effect - amount of direct loss from an attack assueed by loss in production

- Recognizability - ease of identifying target
A seventh attribute, Shock, has been added torigaal six to assess the combined health,
economic and psychological impacts of an attackiwithe food industry. FDA and the Food
Safety and Inspection Service (FSIS) of the UnBéates Department of Agriculture (USDA)
have used this method to evaluate the potentialevabilities of farm-to-table supply chains
of various food commodities. The method can also used to assess the potential

vulnerabilities of individual facilities or proce=s

5 http://www.cfsan.fda.gov/~dms/carver.html




ISO/PAS 28000:2005, “Specification for security mg@ment systems for the Supply Chain”
ISO/PAS 28000:2005 is a management system speamficavhich has been developed and
introduced in response to a demand from the tratefpmn and logistics industry for a

common security management standard, with the aténobjective of improving the overall

security of supply chains. The scheme outlinesrélgeiirements to enable an organization to
establish, implement, maintain and improve a secaranagement system. It is suitable to all
sizes and types of organization that are involvedmanufacturing, service, storage or
transportation at any stage of the production @pbuchain that wishes to implement and
maintain a security management systeAtcording to 1ISO press release, its implementatio
will reassure business partners that security kentaseriously within the organization they

deal with.

AEO (Authorized Economic Operators)

AEO is a regulation issued by European commissioning at increasing security for
shipments entering or leaving the EU. This lawnforced since January 2008 across thé.EU
The introduction of AEO status is the EU’s respatosthe need to secure international supply
chains and the introduction of Customs-Trade Pestmg Against Terrorism (C_TPAT) in the
USA. In the context of EU commission, the concdpfBO should ensure a safer and more
secure end-to-end supply cHaiBeing recognized as an AEO will constitute addeldie for
the operator, as it demonstrates compliance willd security criteria and controls. And this

will provide a competitive advantage to participgtcompanies.

2.2.1 Are food safety measures sufficient for food security?

Food security and HACCP

HACCP is a safety management system that addrdssesalysis and control of biological,
chemical, and physical hazards existing in the feodply chain. It is designed to identify
health hazards and establish strategies to prestminate, or reduce (to an acceptable level)
their occurrence. Corrective actions are neceg$aryeviation from the established critical
limits occurs during the processing of food stuiffie HACCP system, in its existing form

(www.foodsafety.gov/~fsg/fsghaccp.htmifjas two major pitfalls that render it ineffectifce

8 http://www.iso.org/iso/pressrelease.htm?refid=[R&f9
" http://lwww.logistiek.nl/dossierartikelen/id883-Hagerkt _het AEO certificeringsproces.html

8 http://www.cargosecurityinternational.com/chann&dleassp?cid=14&caid=7868
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food security/defense purposes (Takhistov and Bry2006). First, it was not designed to
recognize agents such as those associated witttiorial contamination, and food processors
have not been highly aware of the select agentsceted with food terrorism. Second, it
lacks standardized corrective actions to resolvst-ptiack product/facility noncompliance
issues. There is a need to update the existing HAG¥Stem - or in some cases, standard
operating procedures (SOPs) and/or good manufagtupractices (GMPs)—with the
mechanisms to decrease the potential for interiticoatamination of the food supply;
appropriate systems to ensure early detection libetate food contamination at any point
along the production pathway, including surveillarand rapid laboratory diagnostic and
communication systems; and systems to ensure aaidhorough response if an intentional
contamination is detected, including protectioneaiployees and consumers. Additionally,
HACCP fails to address all the necessary comporfentsn initial vulnerability assessment.
The process for such an assessment endorsed by FBIS, the Federal Bureau of
Investigation, and the U.S. Dept. of Homeland Sgcus CARVER+Shock. It differs
significantly from HACCP in that it has been moddifrom its initial use, which was military
based, to consider the less-familiar agents adsdcisith an intentional attack; incorporates
vulnerability-an element unique to intentionalitpdadependent on human ingenuity; and
includes many other considerations that are noergmt to HACCP (e.g. accessibility,
recognizability and shock). The CARVER+Shcok pracssan important first step toward
identifying system vulnerabilities and assigningopty of available resources to hardening
the system. Once conducted, the process shouleépgeated annually or when significant
changes in production warrant reassessment. Vidleepoints may be incorporated into an
ongoing HACCP program to enable the updates rediuimemodify an existing HACCP
program to address food security/defense concéadahistov and Bryant, 2006).
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3. Literature review on food security risks and pre vention
mechanisms

As it was defined in chapter two, food securitythis study deals with safeguarding the food
chain from intentional threats. Intentional threzds be introduced by any individual or group
of individuals at any time and place along the $ypmhains. They could use different
mechanisms and agents to contaminate the food .cfiis chapter first presents a few
examples of intentional contaminations occurredliierent times and parts of the world.
These examples could give an idea on how delibe@téaminations could end up causing
death and illness of individuals, who might contaaté the food and above all they could
show the occurrence of the risk could be real. Nigx$ chapter presents the general types of
intentional threats to the food supply, the possiigks associated with the different stages of
the food chain and how companies and members dbtitechain prevent and minimize these
intentional contaminations. Moreover, this chapdepicts how companies could develop
ways to recover and continue their operation aftisruption. Finally, the chapter will
conclude with a summary of few scientific reseascltenducted by different authors to
address the issue of food security. Summarizingettstudies could help in identifying what
has been addressed so far and what needs to besseldr regarding intentional

contaminations.

3.1 Food security risks

Purposeful contamination of food can occur at ametand point of the food supply chain
from feed to final consumption. There have beenymatasions where civilian food supplies
have been sabotaged deliberately to frighten oerafise harm civilian population. For
example, according to WHO report 2002, in 1996, issatisfied laboratory worker
deliberately infected food to be consumed by cglles withShigella dysenterid’ype 2,
causing illness in 12 people in the USA. In 19T8Hblland and West Germardy2 children
were hospitalized after citrus fruit from Israelsa@deliberately contaminated with mercury by
a Middle East political group. Terrorists stateéytlwere targeting the Israeli economy. In
1984, members of a religious group contaminateddsakrs in the USA witlsalmonella
typhimurium causing 751 cases of salmonellosis. The attapkaapd to be a trial run for a
more extensive attack intended to disrupt locattedas. In 2002, the owner of a fast-food

outlet poisoned a competitors breakfast foods wathpoison resulting in 40 deaths and 200
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hospitalizations in Banjing, China. Furthermore, May 2003, a supermarket employee
pleaded guilty to intentionally poisoning 200 posndf ground beef with an insecticide
containing nicotine. Although the tainted meat wgafd in only one store in the USA, 111
people, including approximately 40 children, waskened (FDA, 2003). In China in 2001, at
least 120 were made ill after eating noodles tlzat been contaminated by rat poison. The
incident was a deliberate attempt by a pair of neesabotage the noodle factory as part of a
business feutl In Canada in 1970, a postgraduate student congeu his roommates’ food
with Ascaris suunfa parasite); four of the victims became serioulslyin January 2003, the
Centers for Disease Control and Prevention repotted 92 persons became ill after
purchasing ground beef from a Michigan supermatkat was intentionally contaminated

with nicotiné®.
3.1.1 Intentional threats to food supply chains

There are three general types of intentional tereathe food supply (Coleman, 2004).

A. The use of food or water as a delivery mechanianp&hogens, chemicals, and/or other
harmful substances for the purpose of causing hulimass or death.

B. The introduction of anti-crop or anti-livestock ageinto agricultural systems.

C. The physical disruption of the flow of food/wates a result of the destruction of

transportation or other vital infrastructure.

The use of food and water as a delivery mechanism

According to Dahl (2007), the increase in acts ofldwide terrorism has caused food security
to become a major concern for the food industripeliberate biological or chemical
contamination of food or water remains the easrethod for widespread terrorism, according
to US CDC and since everyone eats, all are opemtattack. Chemicals, heavy metals like
lead and mercury, and living organisms such asehiacand viruses can all be threats to a safe
water supply. These substances can also contaminate food. §tante, individuals/terrorists
could release living organisms such as the bacteah cause tularemia (or rabbit fever-
disease that usually occurs in animals and carabsrhitted to people through infected insects
or animals or by exposure to contaminated watelust) into the water or food supply. Water

can become contaminated at original water sourggngltreatment, in the pipes that distribute

® http://www.ncfpd.umn.edu/docs/GlobalChron.pdf

10 http://www.gao.gov/new.items/d04259t.pdf

1 http://www.fags.org/nutrition/Foo-Hea/Food-Safetynh

12 http://health.yahoo.com/publichealth-bioterrorissmibrism-and-other-public-health-threats/healthwis@507.html
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water and surface water such as rivers. Hazardoemicals could be deliberately released in

liquid or solid form.

The introduction of anti-crop or anti-livestock aje into agricultural systems

Agriculture is a critical national infrastructuré. is a crucial factor in worldwide socio-
economic change. Despite the importance of agumlto economy and well-being of
citizens, limited attention has been given to agtizal vulnerability to individual or terrorist
attack.There might be different reasons but generallycadfiral products are not viewed as
susceptible to significant disruption (WHO, 200Bhe use of pesticides to control damage of
food crops and enhance production has created taowersy related to potential hazards to
consumers. While pesticides can be part of a sade-protection program, they can be
hazardous when handled or used as a weapon byisesr@iological agents could be targeted
directly against humans by using against agricaltwrops, feed, livestock, fertilizer,

pesticide, herbicide, poultry and fish.

Physical disruption of the flow of food/water aseault of the destruction of transportation or
other vital infrastructure

Transportation (airports, ports, subways, highwagds, postal services and shipping) and
other vital human services sectors include a nundfesub-sectors, which are complex
networks, providing essential goods and servicesif@zens to survive, such as water, food
and agriculture as well as emergency services abticphealth. The transportation vehicles
that hold food in the usual course of businessacbel used by individuals or terrorists as one
way of achieving their targets. The ability to akdahe food supply while in transit from the
production site is a critical area and possibly dhea that has the least amount of protection
currently (WHO, 2002).

3.1.2 Stages in the food supply chain and possible risks

A supply chain starts with an enormous number addpcers (farms) and numerous

transportation, processing and distribution faesitthat are all part of bringing the food to the
point of consumption. In addition to being susdaptio intentional attacks, this system makes
it extremely difficult to trace back and identifyet source of the contaminated food (Coleman,
2004).
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Agricultural production and processing

Food supply chain starts with suppliers of agrioat inputs to farmers. According to WHO
(2002) agriculture production areas can be vuldertbdeliberate contamination, such as with
highly toxic pesticides and other chemicals. Cartaarvesting practices, such as open-air
drying, offer opportunities for deliberate contaation. Irrigation water can also be easily
contaminated with chemical or biological agentse Tihtroduction of raw materials into the
processing flow is a critical point in processingertions. Thus, sources of raw materials
known to be secure should be used whenever poSsithe water used in food processing is
also important, particularly for minimally proceds®ods such as fruits and vegetables, where
washing is often the critical processing step. &uéons similar to those for drinking-water
systems, including the analysis of the water usbduld be taken (WHO, 2002). Air systems
in processing plants can also be sources of dalibeontamination. In many food-processing
systems, heat treatment is also a critical pointfi@robiological contaminants. From the point
of view of deliberate contamination, the normal dimand temperature treatments at these
control points might not be adequate for all mieotdmical agents that could be used and
would have little or no effect on reducing contaation by toxic chemicals (WHO, 20080,
individuals or terrorists could create deliberatestduction by introducing biological and

chemical agents in primary production and proceggssiaps of the supply chain.

Wholesale and retail distribution

Wholesale and retail distributions are among thestnegposed parts of the food supply chain
(WHO, 2002). While tamper-resistant and tamper-<widcontainers have proved to be
extremely useful in reducing deliberate contamorgtiall such containers are vulnerable to
individuals who know how to penetrate the protectimeasures. The storage facilities,
transport containers for bulk foods, re-packagingtanals could be used as vehicle for
deliberate act of contaminating food with differémblogical and chemical agents. The use of
false labels and replaced ingredients which ardamoimated with toxic chemicals are also

some ways of intentional attacks.

13 http:/iww.who.int/csr/delibepidemics/en/annexs.pd
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Food services and restaurants

Food service operations have already been thettargeminal attacks (WHO, 2002). Spice or

flavors in open containers in restaurants andtutginal settings are vulnerable to deliberate
contamination. As it is mentioned in section 3t &ct of the religious group to contaminate
salad bars could be an example to the vulnerabdityood service to intentional attack.

Automatic giving out equipment, including vendingachines, may also be vulnerable to

contamination.

Who might contaminate a food product?

Intentional contamination can be introduced by aeyat any time and place along the supply
chain. The table below lists some examples ofyped of individuals who might be motivated
to contaminate food products (FSIS, 2007).

Table 2: Potential internal and external threaf®tal contamination.

Internal External
Dissatisfied employee Organized terrorist
Cleaning crew Truck drivers (shipping and receiving)
Contractors Contractors
Temporary employees Suspect suppliers
Members of terrorist groups posing as employees mp&sitors and visitors

Source: Derived from FSIS (2007).

3.2 Risk prevention

As with all health and safety problems, preventisnusually the most desirable option.
Prevention is considered first line of defense mgfaintentional contaminatién In the
context of food terrorism, prevention means prewegntthe sabotage of food during
production, processing, distribution and prepamatidAccording to Shekheta (2006),
prevention and response are identified as the tajmstrategies for countering the threat of
food terrorism. The sections below describe théeddht activities that companies could
perform to prevent and minimize the risk of intenfll contamination as well as enhance the

overall performance of the chain in preventingrisk.

14 http:/iww.fsis.usda.gov/PDF/Food_Defense_Plan.pdf
15 ftp://ftp.fao.org/docrep/fao/meeting/008/j31104.pd
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3.2.1 Information sharing

Information sharing is a key element in developtagnprehensive and practical approaches
to defending against potential threats and othaclkd (Dacey, 2003). Information on threats,
vulnerabilities, and incidents experienced by atleam help identify trends, better understand
the risks faced, and determine what preventive oreasshould be implemented. However,
establishing the trusted relationships and informmasharing protocols necessary to support
such coordination can be difficult. The reasonuocertainties in sharing information is that
perfect information about the system cannot be reglcuWhile every single member has
perfect information about it self, uncertaintiesardue to a lack of perfect information about
other members. To reduce uncertainties the suppbincmember should obtain more
information about other members (Yu et al, 200hforimation sharing is important to
emergency responders to prepare for and respantetttional attacks and other emergencies
(Dacey, 2003). For example, if a biological attac#s to occur it would be important for
health officials to quickly and effectively exchanmformation with relevant experts directly

responding to the event in order to respond apatsby.

Success factors for sharing information

Dacey (2001) reported on information sharing pcastiof organizations that successfully

share sensitive or time-critical information. Heal the following practices:

- ldentifying and agreeing on the types of informatio be collected and shared between
parties;

- Developing standard terms and reporting thresholds;

- Balancing varying interests and expectations;

- Establishing trust relationships with a wide varief governmental and nongovernmental
entities that may be in a position to provide po#dly useful information and advice on
vulnerabilities and incidents;

- Developing standards and agreements on how shafedmiation will be used and
protected;

- Establishing effective and appropriately secure rmoamcations mechanisms; and

- Taking steps to ensure that sensitive informatsomot inappropriately disseminated.
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3.2.2 Communication

Effective communication up and down the food supgiyin could also be important to
control food hazardsCommunication between the company and its supphbsrsvell as
between the company and its immediate customepshehsures that all relevant food
hazards are identified and are adequately contradle each step in the supply chain.
Communicating with the company’s customers and lgengpabout known hazards and how
to control them also helps to clarify customer ang@plier requirements. All parties need to
know the feasibility of and need for these requeats, as well as what their impact on the
end product might be. Dacey’s (2001) study revedhed organizations used a variety of
mechanisms to ensure effective and timely commtinoiteamong members and with the
professional and administrative staffs. Regulaclyesluled meetings were the primary method
of sharing information as well as a method for dini trust. These meetings offered a
generally secure environment to share informatvamje also encouraging broader member
participation. The study also showed that senianagament support for their participation in
an information-sharing organization was critical tteeir success in obtaining valuable
information and contributing to the success oféhgire information sharing organization. For
example, management approval was needed beforgdundis could share information about
potentially sensitive incidents and vulnerabilitidccording to FAO/WHO (2004), effective
communication among all components of an emergeasponse system is essential and
should be included in preparedness planning. Conwation with international components,
such as GOARN and INFOSAN for Emergency, shoulddesidered essential in the light of
the potential international spread of disease eattktin food. Secure web-based resources can
facilitate communication during an emergency responWorking in cooperation with
government organizations and the food industryge a the best position to address threats
throughout the food supply system from productionconsumptiolf. Government food
safety authorities may provide necessary guidandeaosher coordination functions to assist
the industry.

3.2.3 Management and process technology

Management technology refers to the ability to depotential security threats or incidents,
and share timely and reliable information intemadind externally. Information systems

18 ftp://ftp.fao.org/docrep/fao/meeting/008/j3110d.pd
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provide a first defense mechanism by which to ustded trends in product contamination,
missing shipments, and the root causes of thesgrreoces. These information systems also
play a critical role in gathering information thet subsequently shared with suppliers,
customers, third party service providers, and gowent agencies to identify potential
problems or recovery actions at the intersectiotbwéen firms (Closs, 2005). Process
technology involves the presence, use, and abidftyinformation systems to track the
movement of products and monitor processes intgraald across the supply chain. Process
technologies include the use of tracking techn@sgsuch as Radio Frequency ldentification
(RFID) and smart-seals, and process improvemerdsordling to Closs (2005) report, most
companies have not progressed beyond implementafigghysical security measures (for
example, gates, guards, and cameras) and havainetghe advantages that may come from
tracking technologies. Process technology is onena& to explore to derive synergistic
benefits from security (Closs, 2005). Companiegsrckhat tagging products with RFIDs will
facilitate recalls in the event that terroristsgumi the food supplyfhey say the technology
can help them to keep precise track of all goodishaatp in recall efforts should their products
be contaminated with poison during a terroristctfa

3.2.4 Operation management and control actions

Operation management refers to security contrch @ompany’s overall operation such as
physical control which includes routine securityecks of the premises for signs of criminal
activity or areas that may be vulnerable to suctiviac These security checks need to
concentrate on sensitive areas (e.g., places wtherproduct is exposed, especially in large
batches, in-plant laboratory facilities, water, asmmputer data)lt also includes control of
stored materials and chemicals (e.g. cleaning astigontrol chemicals, laboratory reagents)
on the premises. Such kind of chemicals need ttdred away from food and kept properly
labeled. Access to storage areas for these itemddsie limited to those who need access,
based on their job functiéh Readily available toxic substances could be the#aminant of
choice for a dissatisfied employee. Process cantwahich include assessment of heat
treatment, chlorination, washing or other stepst timay reduce, remove or destroy a
contaminant that has been previously added isalsther aspect of operation management.
Companies need to make adjustment to these stehscamsider in any vulnerability

assessment and development of a food security plan.

7 hitp://www.wired.com/politics/security/news/2008/89624
18 http:/ivww.fda.gov/oraltraining/orau/FoodSecutitytpages/2.html
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Companies control actions include activities sushirspection and control of delivery
vehicles, products, packages, unscheduled/after deliveries, activities of employees and
external parties (e.g. suppliers and other visitoBelivery vehicles should be properly
inspected and secured, especially those carryifigfluids®®. Locked and/or sealed vehicles
can discourage in-transit contamination. Attemptsdntaminate product can leave detectable
signs, such as abnormal powders, liquids, stainsodwrs, evidence of resealing, or
compromised tamper-evident packaging and fake mtodomay show inappropriate or
mismatched product identity, labeling, or produatliag. Thus, companies should regularly
inspect product, packaging, and paperwork at réceiporder to minimize the risk.
Contamination can also occur during offloading, eesgly after hours because delivering
contaminated product may require substitution of paall of a load, possibly resulting in an
error in the type or quantity of product in thedo&o, the product type and quantity received
should be reconciled at delivery with the produect ajuantity ordered and listed on the

paperwork.

With regard to control of employees’ activities, mgement should keep track of who is and
should be on duty, and the location in which a gershould be working This can take the
form of a shift roster. A dissatisfied employee wheas intentionally contaminated product
may not return to work. On the other hand, a disBatl employee who plans to contaminate
product may access areas not normally associatédws/her job function in order to collect
intelligence or take other actions in support @& f#ystem. So, companies should establish a
system of staff identification, such as uniformsxametags that could allow to easily identify
an intruderEmployees’ personal items should also be restrictatie facility, especially in
sensitive area$ A dissatisfied employee who plans to intentionpathntaminate product may
need to bring the contaminant into the facilityyngspersonal items, such as a purse, thermos,

or lunch bag to disguise it.

3.2.5 Awareness and supervision

One way of preventing risk of intentional contantioas is providing employee’s food

defense trainingThe purpose of food defense awareness training énsure that employees
know their responsibilities. According to FDA (200%mployees should be regularly
educated about food defense principles. Speciicaiey should be made aware of the
vulnerabilities of the company, and the precautithrad the management has determined will

19 http://www.fda.gov/ora/training/orau/FoodSecutigytpages/2.html
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be most effective in preventing an intentional eomination event. Management should make
efforts to inform and involve staff in food secwyritAt its core, this means to promote food
security awareness on a regular basis. An inforaredl alert staff is more likely to detect
weaknesses in a food security system and to detedt properly respond to signs of
intentional contamination. Employees should be eraged to report suspicious activities,
possible product tampering or suspected securgitesy weaknesses to facility managertient
According to FDA (2005), companies should also camitate and create awareness about
the risk of intentional contaminations with theippliers and other chain members. Suppliers
should be encouraged to practice food security.t&@omation of raw materials or finished
products can occur at a supplier's facility so canigs need to consider the use of intra-
partner audits and security assessment practic@spiroving joint security and food defense
practice. Companies could also consider makingiBpsecurity measures part of a supplier's

contract.

Appropriate level of staff supervision is also drestway of effectively reducing the risk of
intentional contaminations. Supervision should edté cleaning and maintenance staff, as
well as new staff. According to FDA (2005) managers should be paldity alert for:
unexplained early arrival or late departure; staffessing information or areas not related to
their job function; staff removing documents frorhet facility; staff asking sensitive
qguestions; or staff bringing a camera to work. Mpment should screen the background of
staff, especially those with access to sensitieasto reduce the likelihood that someone that

is predisposed to illegal activity will be hiredgaced in a sensitive positin

3.2.6 Risk prevention guidelines

There are some guidance documents on preventiveumesafor food security that may be
used by public health officials or industry in depng some format for assessing
vulnerabilities, developing and implementing prewen measures, and educating
stafffemployees on food security. Some of the dunds are as follows: FSIS guidelines for
processors, FSIS guidelines for meat, poultry, egg food processors, FSIS guidelines for
the transportation and distribution of meat, pquind egg products, Food safety and food
security: what consumers need to know, and FDA%slanpce for industry food producers,
processors, and transporters. These guidelinedemigned as an aid to food operators (i.e.

firms that produce, process, store, repack, reklatistribute, or transport food or food

20 http://69.20.19.211/ora/training/orau/FoodSecietpages/1.html
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ingredients or that prepare or distribute foode#ait) to focus sequentially on each segment of
the farm-to-table system that is within their cohtand to minimize the risk of tampering or
criminal or terrorist action at each segment. lis 8tudy, FDA’s guidance for industry food
producers, processors, and transporters is presertes guidance has different sections that
relate to individual components of a food estalpisht operationnmanagement of food
security (e.g. assigning responsibility for security to dfied individual(s), investigation of
suspicious activities, etc)physical security (e.grestricting access to sensitive areas,
inspecting incoming and outgoing vehicles for scaspis and unusual activity etc.)
employees(e.g. pre-hiring screening)omputer systems; raw materials and packaging;
operations; and finished productfi. also covers security strategies and evaluatibithe

security system. For details see Appendix |.

3.3 Risk mitigation

Robustness

In practice robustness and resilience are usedchdageably. However, most researchers
used the word resilience instead of robustnessoriarg to Christopher and Peck (2004), a
robust process may be desirable, but does notedaalf to a resilient supply chain. So, they
defined resilience as “the ability of a systemeturn to its original state or move to a new,
more desirable state after being disturbed”. lor@arate world, resilience refers to the ability
of a company to bounce back from a large disrup{i®heffi, 2005). This includes, for
instance, the speed with which it returns to norpaformance levels (production, services,
fill rate, etc.). Today’s operating environmentlsdbr a supply network design that is both
secure and resiliefit That means a supply network that has advancaediseprocesses and
procedures in place, while at the same time beasdient enough to respond to unexpected
disruptions and restore normal supply network dpmia. Companies need to design for both
security and resilience, as a secure supply netwlods not guarantee a resilient supply
network, and vice versa (Rice and Caniato, 2008¥lay’s operating environment also calls
for new organizational plans and capabilities. Swadly, deeper relationships need to be
developed with suppliers and customers to co-craatere secure and resilient netwark

Companies can develop resilience in three main waygeasing redundancy, building

flexibility and changing the corporate culture (8h2005).

2L http://goliath.ecnext.com/coms2/gi_0198-163173kBng-a-secure-and-resilient.html
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Redundancyefers to duplicating resources to ensure the aibilaof a backup solution in
case of disruption, or at least spreading the rRkdundancy can be built increasing
inventories, duplicating equipment and facilitidgaving multiple sources for the same
component, etc.

Flexibility refers to the ability to accommodate sudden fluatnat in the availability of
resources. In contrast to redundancy, when a coynipareases supply chain flexibility, it can
both withstand significant disruptions and bet&spond to demand fluctuations. It involves
redeploying previously committed capacity.

Corporate culturerefers to the creation of a risk management callinthe organization based
on clear performance requirements and lines of comication between all supply chain

organizations to enhance and make possible suppin cesilience.

Preparedness and response plans
Plans and capabilities developed by businesseggamelrnment will facilitate the response
and recovery from the negative consequences ddreittiood safety or food defense event
A food defense plan helps to identify steps thahganies can take to minimize the risk that
food products in their plant will be intentionalgontaminated or tampered with. A plan
increases preparednesalthough the plan should be in place at all timésmay be
particularly helpful during emergencfésDuring a crisis, when stress is high and response
time is at a premium, a documented set of proceduarproves the ability to respond quickly.
The effectiveness of a response depends to a gréamt on preparedness plans that are
developed and implemented long before any eventursccThe components of general
preparedness plans that enable and effective emmrgesponse include (WHO, 2002):
- inspection systems to detect public health incistent
- implementation of preparedness planning principles;
- testing preparedness plans for effectiveness; and
- assessment of vulnerabilities to the specific thoeancident:

= capacities for investigation and verification oé titreat or incident and

= linkage of the relevant government agencies andrdbdies that will contribute to

management of the public health consequences.

22 http://bioterrorism.dhmh.state.md.us/food.htm
2 http://www.fsis.usda.gov/PDF/Guidance_Document_&Nauses.pdf
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3.4 Scientific researches into food supply chain se curity

In the previous sections we have seen the differygrgs of intentional threats to the food
supply and the possible ways of preventing the frisikn occurrence and minimizing losses
after occurrence. In this section a summary of $ewntific researches conducted by different
authors in addressing supply chain security issmdéisbe presented. Summarizing these
studies could help in identifying what has beenrasked so far and what needs to be
addressed regarding intentional contaminations.leT&o presents some of the scientific
researches and major findings regarding supplynceecurity issues. Detailed explanation of

the summarized studies is presented in Appendix Il.

From the literature studied, it can be concluded:th

» Food security issues addresseédost of the issues addressed are concerned mainly
with terrorists’ actions. However, as it was shownTable 2, there are different
potential internal (e.g. employees) and externa). (erganized terrorists) individuals
that could deliberately contaminate the food supply

= Methods usedAlmost all the studies are conducted using nradl iaternet survey.

= Country Most of the studies are conducted in U.S. Thigld&de because of the
terrorists attack on September 11, where U.S. govent organizations, institutions
and companies encouraged to protect the natiordd supply. However, as food
supply has global movement, the risk of intentioo@htamination in one country
could affect other countries of the world.

= Time frame Most of the studies are conducted after the tistrattack on U.S.A on
11" September 2001.
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Table 3: Scientific researches and findings regardupply chain security.

Food security Method used Country Major findings (1) Reference
issues addressed
Communication on| Case study Netherlands Thereginternational co-ordinationeven though it is known that foods are produgetisold worldwide and, in Europe at ( Van Geest, 2002)
food terrorism
least, food problems are often crossborder problems
Security Mail and internet USA Defense practice at retail food and food senémd their wholesale suppliers (Closs et al, 2006 )
assessment and survey
benchmarking tool | (n= 1400 companies) - Food service retaitanks number one as thwst readysector followed by food service wholesale, groaenplesale and
grocery retail.
- Foodservice wholesale sector outperforms its rptaiiners by establishirggronger collaboratiorties with its supply
chain partners and devoting more effortrack and monitotheir food products.
- Grocery wholesale sector outperforms the foodsers&ctor in physical security.
- Retailers score lower than manufactures with regardadiness for defendinitpe food system. Manufacturers score lower
than foodservice companies.
- Intra-company communication and plans are well anwdg, butcommunicatiorwith suppliers or customerslecking
- Firms have generally experiencedadnility to detect incidentmternally and across the supply chain hotexperienced
ability to decrease incidents.
Transport sector (preliminary results)
- Companies are most competentdredentialing driversrecord keeping consistent with FDA bio-securégulation,
inspectingoaded trailers for tampering, information systeargdincident response plans
- Least competent to date in: automated intrusioadtien, use oRFID for tracking and non-intrusive tracking technology
Manufacturing sectors (preliminary results)
Companies that have adopted the most “defensdeégtes and practices have done the following:
- Have asenior managemenposition dedicated to securitgudited securityprocedures of contract manufacturers,
customers and infrequently used suppliers to déterengoing relationshipsitilize metricsto monitor operations, protect
brands, and track incidents across the supply educated supply chain partnemsgulatory and have seen performance
improvements in detection and resiliency.
Supply chain Semi-structured USA - All respondents areoncernedwith the potential risk related to the consequerafeaterrorist attackon their supply chain| (Sheffi et al, 2003)
response to global | questionnaire and but there is a general sense of disorientationoontb deal with the problem.
terrorism: a case studies - To protect the supply chain from disruption, conmparare undertaking a series of initiativeplysical security

situation scan

(n=20 companies)

information security and freight security.
- To create aesilientsupply chain, companies highlightecbmpany organizatidrand “supply network desigras the two
main areas of intervention.
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Table 3 ( continuation)

Food security Method used Country Major findings (1) Reference

issues addressed

Defending Internet survey USA How should America’s anti- terrorism budgetdtiecated? (Stinson et al, 2006)
America’s food (n= 4260 residents) - Protecting foodsystem and protecting against chemical and bicédgittacks shoulteceive most funding

supply against - Spendmoreto protectfood supplyand to defend against chemical/biological atthel to secure air travel

terrorism: Who is
responsible? Who
should pay

- The public isnot confidenthat America’s food supply is secure.
Who is responsible for food defense?
- Governmenhas primaryesponsibilityfor food defense.
Who should pay for food safety and food defense?
- Governmenshould bear thiargestportion of thecostsof both food safety and food defense. And, govemirhas a
larger role in food defense programs than in foafety.
- Thesameamount should be spent for food defense as foletlysa

(1) For more explanation about the above summaiszeks see Appendix Il.
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4. Methodology

4.1 Research material

An extensive literature was reviewed to get insigtd the concepts raised in this research. There
was lack of written materials about the issue t#ntional contaminations of food in Europe and
the practices and activities that European coutaie performing or planning to perform to
protect from and defend against any intentionatamimations of the food supply. Thus, most of
the theoretical concepts are based on practices 8. Internet journals were the main sources
of gathering the literature. In order to collecttada questionnaire was developed with the
purpose of investigating a very broad range ofdssin line with the questions raised in this

research.

4.2 Design of the questionnaire

In order to elicit companies’ perceptions aboutirttsecurity performance, a semi-structured
questionnaire was designed. The survey consistati@it 100 questions, divided into four parts:
(1) company control actionghich includes questions about the activities (gegurity control of
company overall operation, inspection of suppli@est, risk awareness programs to employees
and supply chain members, companies participahodifierent prevention activities, etc.), that
companies could perform to protect from and defagdinst intentional contaminatign&)
company performancehich asks companies to evaluate their own perfoobman preventing
the risk; (3)information sharingvhich includes questions about the kind of inforigra{pre and
post risk) that companies could share with theaithmembers regarding intentional risks, the
motives they have to share such kind of informatibe kind of technology they use to share
security related information, etc.; and (@ackground informationwhich includes questions
about the company’s own risk experience duringgast five years, companies perception to
intentional contaminations, and responsibility amibrk experience of respondents. A
combination of closed andpen-ended questions was used. To measure atbfudempanies
towards the different activities and actions perfed to protect from and defend against
intentional contaminations, likert scale measurdam@anging from “strongly disagree” to
“strongly agree”, and an option “not applicable’aswsed. To evaluate own performance, a five
scale rate (ranging from “very poor” to “very gogdaias used. To get information about the kind

of information companies share with their supplinsl customers pre and post intentional risks,
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why do they share, and with whom mainly share mfation about intentional contaminations,

open-ended questions were used. The questionnare pre-tested by three experts from

different food companies in order to test the qoasgire for clarity of the statements and need
for additional ideas. The comments and additiodahs given by the experts were incorporated
in the final version of the questionnaire (in EsQ)i. A Dutch cover letter attached with the

guestionnaire was sent to companies via postal adaitessed specifically to quality managers.
Telephone was used for follow up of non-respon$® domplete questionnaire and cover letter
are included in Appendix lll.

4.3 Sample

A total of 130 companies participated in the surveyr the purpose of this study, two sectors
(meat and vegetable) were selected. The meat seclodes feed companies, processing and
wholesale/retail companies. The vegetable sectoludies seed companies, processing and
wholesale/retail companies. Companies involved Ifpaé of) their business in the Netherlands.
Companies and their respective financial statugsetected from a database from Agricultural
Economics Research Institute (LEIThe response rate is 18%, i.e. 23 companiesneduthe
guestionnaire, including 14 companies from the nseator (feed and processing), 6 companies
from the vegetable sector (seed and processing)3acdmpanies from wholesale/retail part.
Considering the number of companies invited toigiggte in this survey, the response rate is
relatively low. However, looking at thaverage total capitalfor the year 2002-2004) of the
respondentgTable 4 below), their share out of ttedal average capitabf thecompanies in the
databasen each sector is relatively high, except for wabke (processing) sector. The results of
analysis of the sample (n=23) could give a goodcattbn regarding the security performance of

the chain.

Table 4: Respondents share of the total averaggatapthe sample in each sector.

Companies in the "Average total capital of respondents/total
database Respondents| average capital of the sample (%).

Feed 31 11 "58

Seed 14 2 23

Pork (processing) 39 3 38

Vegetable (processing) 26 4 9

Wholesale/retail 20 3 17

’ Average total capital for the year (2000-2004).
= Financial data for three companies is missing.

24 The LEI database was derived from Amadeus datahadidesigned for a study on analyzing the retaraquity of four
Dutch food supply chains, i.e. dairy, pork, vegetaland fruits. The companies in the database ¢y@ater than 4 million
average total capital for the period of 2002-2004.

30



4.4 Method of analysis

Because of the exploratory nature of this studgcdptive statistics such as frequency tables and
compare means such as t-test analysis was usedfrdqeency tables were used to describe
issues such as how many of the respondents cosdaatity practices to their overall operations,
perceive intentional contaminations as a threapgred to protect from and defend against any
intentional contaminations, and share informatielated to security risks with their employees,
suppliers, and customers. Compare means were adedk at whether there is a difference in
security practice between the two sectors (meatvagdtable) and between the supply (seed and
feed) and process/retail stages of the food sudplyependent sample t-test is used to test
whether the difference is significant among theresmf the sectors (meat and vegetable) and
stages (supply and processing/retail) of the chBista were entered in SPSS for windows

version. Open-ended and “other (specify)” respomsae coded.
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5. Results

5.1 Risk experience and perception

Companies were asked whether intentional riskghaeats to own company and to the country
in general. At country level, intentional risks gverceived as (very) risky by 10 % of the

respondents. 35% regards intentional risks are ratelg threatening and 45 % perceives it as
not much risk at all. At company level, intentiomesks are perceived as real threats by 27% of
the respondents, 55% regards as possibly thregtanitt 18% as not a threat at all. With regard
to the risk experience of companies during the fiast years, 24% was faced with intentional

risks and 23% with recall due to intentional risRegarding unintentional risks, 77% was faced

with unintentional risk and 62% with recall dueutsintentional risks.

5.2 Information sharing

Companies seem not to extensively share informatidnsuppliers and customers. In answering
to our question “what kind of information do youask’, answers like fon€, “what ever

necessary “depends on the type of riskand “not applicablé are some of the responses that
were common to all respondents. Answers like “feafdty data sheets”, “safeguarding products
through certifications”, “production process” anatking and tracing system” are specified as

LR v

pre-risk information and “recall procedures”, ‘tkang and tracing system”, “quality assurance
and monitoring system”, “laboratory results” anddguction information” are specified as post-
risk information that was shared with suppliers andstomers regarding intentional
contaminations. Reasons like “protect brand imagdeinit liability exposure”, and avoid
penalties” are identified as company motives taeliaformation regarding intentional risks. In
responding to our question “with whom do you maishare”, 31% of the respondents manly
share with their suppliers, 16% with governmentl®ith customers and 38% with all (i.e.,
suppliers, government and customers). However, taBo% of the respondents never conduct

security meetings with chain partners.

Table 5 shows companies’ perceptions about th&arnmation sharing practices, subdivided into
communication management, management technolodgtioreship management and public
interface management. With regard to communicati@magement, companies do not seem to

have established awareness programs for employekshain members regarding intentional
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risks. Regarding management technology resultsatelithat respondents generally believe that
they have implemented an information system thabkenthem to quickly and consistently share
information with their employees and chain partnéiso, more than 60% of the respondents

indicate that information on sources and secuffifgroducts is shared with customers.

With regard to companies’ relationship managemeompanies adopted penalty systems for
non-compliance for employees’ and suppliers’. Hogvevalmost all companies do not have
incentive systems. In the field of public interfacenagement, scores show that companies
maintain records of product processors and lisbadl/national emergency contacts. However, in
relation to company’s involvement with national amdernational organizations and with
government to counteract intentional contaminatioaktively many scores are “neutral”. This

might indicate that security issues are not wetlgshed within the company yet.

Table 5: Perception about own company's informaditering practice in the field of security (n=23).

Strongly Disagree Neutral Agree Strongly

disagree agree
Our company ... (%) (%) (%) (%) (%)
Communication management
Designed awareness programs for chain members 9 46 36 9 -
Established communication procedures for suppliers 9 18 26 36 9
Designed training programs for employees 5 45 32 8 1 -
Management technology
Implemented I&that provide timely information 9 14 14 59 4
Implemented I&that provide consistent information 4 9 32 46 9
Impl. IS that quickly share info with all employees - - 18 73 9
Impl. a communication strategy for chain partners 9 14 13 59 5
Shares info on sources of products with customers 5 9 18 46 23
Shares info on security of products with customers - 5 32 46 18
Relationship management
Adopted incentive systerhfor chain members 29 52 14 5 -
Adopted consequences for employees’ non-compl. 13 9 27 46 5
Adopted penalty system for suppliers’ non-compl. 19 19 10 38 14

Public interface management

Maintains records on company’s processes 4 9 4 57 26
Has complete information on suppliers’ operatfons 9 14 36 36 5
Maintains list of local/national emergency contacts 9 13 13 48 17
Works with nat. org. to counteract intentional sisk 8 22 39 22 9
Works with internat. org. to counteract intentksis 24 19 24 24 9
Works with gov. for risk prevention and response 17 4 35 35 9

!|S: Information systems.

“Such as financial rewards and recognition.

3Such as on who is manufacturing, processing, pgckiansporting, distributing, receiving, holdinggucts.
“On issues such as how they are working, sourcesnofaterials, with whom they are working.
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5.3 Control actions

This section presents the results of analysis daggrcontrol actions that companies could
perform to prevent the risk from happening. Moshpanies regard supply chain security as an
objective for securing brand reputation, competitadvantage and market growth. In order to
achieve supply chain security, 96% of the respotsdeperate with HACCP based systems. Also,
60% of the respondents indicate that there arer aticleistry, government or company specific
guidelines and requirements to achieve supply ckagurity. Guidelines like (again) HACCP,
Trust Q, GMP+, BRC and IFS are specified as otletification requirements and security

guidelines to achieve security of the food supply.

Table 6 shows companies’ perceptions about own aogip control actions, subdivided into
process strategy, process management, process olieghn metrics and infrastructure
management. Regarding process strategy, about 74Pe eespondents assigned responsibility
to qualified individuals but do not have senior mgement position focusing on security. With
regard to process management none of the respendemiemented 1SO28000:2005. In
addition, 57% of the respondents do not condugigason on suppliers’ operations and plants
with regard to intentional risks. However, compan{81%) believe that their suppliers respect
hygiene and safety rules. In relation to proceshrtelogy 81% of the respondents do not use
technologies such as RFID and other technologigstiby trailer/container contents, but are able
to track and trace products. Regarding infrastmectnanagement, companies seem to work well
in restricting access to key facilities and sewsiareas. 82% of the respondents restricted access
to key facilities. Companies seem to be betterantrolling external parties than internal staff.
However, above 50% of the respondents indicatetkiegt provide appropriate supervision to all
employees including contract workers, cleaners dai entry staff. Moreover, 68% (not in

Table 6) of the respondents evaluates their tay&l lwith employees as good.
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Table 6: Perception about own company's contrébastin the field of security (n=23).

Strongly Disagree Neutral Agree Strongly

disagree agree
Our company ... (%) (%) (%) (%) (%)
Process strategy
Has a senior management position on security 19 57 5 14 5
Assigned responsibility to qualified individuals 13 9 4 61 13
Process management
Requests 1ISO22000:2005 certification from suppliers 26 53 11 5 5
Implemented 1SO28000:2005 35 59 6 - -
Impl. standards to asses suppliers’ performance 9 8 1 23 36 14
Verifies suppliers’ background checks on employees 18 50 14 18 -
Uses own audit team to verify procedures in chain 8 1 23 27 27 5
Use 3 party audit team to verify procedures in chain 14 27 13 32 14
Inspects suppliers’ plants 39 18 17 26 -
Conducts security tests on suppliers’ operations 35 22 8 35 -
Beliefs suppliers to respect hygiene and safessrul 5 - 4 68 23
Process technology
Uses RFID to track products 52 29 14 5 -
Works with suppliers using RFID 50 30 5 10 5
Is able to track and trace products - 4 4 22 70
Uses technology to verify trailer/container congent 61 28 - 11 -
Has technology to track reworked and returned pr. 7 1 13 9 48 13
Metrics
Verifies suppliers’ use of security guidelines 23 23 9 41 5
I nfrastructure management
Conducts security evaluations to determine 18 9 27 23 23
weaknesses in production processes
Conducts security assessments for signs of tamper 30 15 20 10 15
with products
Makes security assessments of the overall operation 23 9 27 32 9
Evaluates suppliers’ overall operation 26 9 21 22 22
Continuously evaluates logistics system 13 17 39 31 -
Implemented control mechanisms for emplogees 13 13 30 35 9
Implemented control mech. for external parties 13 13 17 44 13
Restricted access to key facilities (water, controt) 4 4 9 78 4
Restricted access to sensitive areas (lab, opetugto 4 9 18 55 14
Implemented procedures for incoming materials 9 14 23 36 18
Requests locked/sealed containers from suppliers 17 48 13 17 4
Issues identity cards/cloths/badges for employees 9 14 36 32 9
Provides appropriate supervision to all emplo{ees 4 13 26 44 13

"Answers were on a liker-scale, i.e. 1 (almost new&(rarely), 3 (sometimes), 4 (usually) and Bn@st always).
Tracking and tracing of products “one supplier nd ane supplier down the supply chain”.

“Such as background checks, working history anchgeoof personal items.

*Such as badges, permits, uniforms and identifinatards.

“Including contract workers, data entry, cleanind amintenance staff.

5.4 Robustness

This section presents the result of analysis topaomes’ abilities to recover from and continue
their operation whenever security related risksuoctable 7 shows that companies generally
seem to be better prepared in case of lack ofitiasilthan in case of lack of raw materials.
However, with regard to emergency budgets, only 23%4he respondents agree to have

emergency budgets to continue operations in caseeint occurs.
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Table 7: Perception about own company's robusingse field of security (n=23).
Strongly Disagree Neutral  Agree Strongly

disagree agree
Our company ... (%) (%) (%) (%) (%)
Implemented plans for business continuation in 4 22 22 48 4
case of lack of availability of facilitiés
Implemented plans for business continuation in - 27 22 45 4
case of lack of availability of raw materials
Has emergency budgets to continue operations - 27 1 4 27 5

Such as electricity, water, transportation, commation and internet.

5.5. Company’s own performance evaluation

Companies were asked to evaluate their own andwihale supply chain performance in
preventing the risk of intentional contaminatiomgnfi happening and minimize losses of such
risks after occurrence. With respect to relatiopshith suppliers companies (91%) evaluate their
overall work relationship with suppliers’ as goaada69% (strongly) agree to be committed to
maintain the relationship. Also, 64% of the respamd qualify their trust level with suppliers as
good, however; only 39% of the respondents agrebate automatic renewal of delivery
contract with suppliers. Regarding companies oVeatisfaction, only 38% of the respondents
satisfied with suppliers’ responsiveness to seguaitd 35% (Table 8) qualify supply chain
readiness to respond to intentional risks as p@umpanies (44%) regard the suppliers’
awareness level and communication in the fieldezusity related risk as poor. However, 78%
(not in Table 8) of the respondents never (rarelyipduct meeting with suppliers regarding
security related risks. With respect to own compmmsgcurity performance, unlike suppliers’
responsiveness, Table 8 indicates that 46% of dspondents rate their responsiveness to
security risks as good. Regarding to the activitieat has been done so far to protect the
company process from intentional risks, compantg®4) regard their performance as neutral.
Company’s performance on securing premises, ralship with suppliers, customers and
government with regard to sharing information andrall performance, relatively many scores
are below (50%).

Table 8: Perception about company’s own and ovehalin performance in the field of security (n=23).

Very Poor Neutral Good Very

poor Good

How do you rate your company’s ... (%) (%) (%) (%) (%)
Performance in securing premises 4 18 30 39 9
Responsiveness - 13 32 46 9
Activities to protect processes 4 5 64 18 9
Overall performance 4 17 26 44 9

Relationship with suppliers with regard to sharimgrmation 5 30 26 30 9
Relationship with customers with regard to shanrigrmation - 35 26 30 9

Relationship with government with regard to shafirffgrmation - 22 30 39 9
Suppliers’ awareness level and communication 4 44 30 18 4
Supply chain readiness to respond - 35 35 26 4
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5.6. Overall security performance

In the previous sections (sections 5.1- sectiol, w6 have seen companies perception for each
security performance measuring variable. This eaqgiresents the overall performance scores of
the competences under each category (i.e. infoomatiaring, control actions and robustness) of
the conceptual framework, the relationship betwiencategories of the conceptual framework
and the overall perceived security performanceescbhis section also presents the comparison
between the two sectors (meat and vegetable) agesisupply and process/retail) of the food
supply chain with regard to the perceived secypgyformance score. Moreover, this section
presents companies performance scores considessg rsk experience and total average

capital.

5.6.1 Performance scores of the competencies in eac  h category of the conceptual

framework

In order to compare the overall mean scores ofctmapetencies, following the definitions of
Closs (2005) presented in section 1.3, all thealdes in the questionnaire are grouped into the
competencies presented under each category ofoteeptual framework. To check whether
these grouped variables are internally consist@ngliability analysis (Cronbach's alpha) has
been performed. Accordingly, communication managemscores (0.780), management
technology (0.749), relationship management (0.69biplic interface management (0.831),
process strategy (0.619), process management jQ@@6ess technology (0.644), infrastructure
management (0.887), robustness (0.226), compamyisperformance (0.878). Cronbach's alpha
will generally increase when the correlations bemvéhe items increase and the commonly-
accepted rule of thumb is thatof 0.6-0.7 indicates lower acceptable reliabiliiyair et al.,
2006). Accordingly, except robustness, all thealkalgs that are grouped under each competency
are internally consistent, i.e. the grouped vaedshinder each competency can measure the same
aspect. Robustness scores lowest; this might beubeoof the number of items included in the
scale. According to Field (2005), the smaller thuenber of items on the scale, the lower the
value of a will be. Thus, to avoid this problem the threeiables that are classified under

robustness are considered separately.
Comparisons of the overall mean scores of the cteanpis in each category

In order to identify the competency in which comiganperform well within each category, a

comparison between the overall mean scores of @auolpetency has been performed. Moreover,
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to test the significance difference between the metencies, paired sample t-test has been done.
Accordingly, Table 9 shows the following results:

Information sharing In this category, management technology signifigafp-value < 0.1)
outperforms all the other competencies while comoation management gets the least score.
Table 9 also shows that the mean ratings of comeation management and relationship
management belong to the same group (indicate@ashecause they do not have significant
differences. All other mean pairs of security parfance competence are significantly different
from each other at 90% degree of confidence.

Control actions In this category, infrastructure management (eegtricting access to key
facilities and sensitive areas) out performs al ether competencies while metrics gets the least
score. All pairs having similar alphabets as supgts as shown in the table below have non-
significant mean differences and, thus, belonght® $ame group. There are three groups of
security performance competencies that have sogmifiy different mean ratings though. They
are process strategy and process management @-wald.084), process management and
infrastructure management (p-value = 0.001) andcgs® technology and infrastructure
management (p-value =0.073) significant at 90% ekegif confidence.

Robustnesdn this category, emergency budgets get the ka#isg while plans in case of lack of
raw material get the best rating. However, all theables have insignificant mean differences

and so belong to the same group (indicated in Hi®#el9 as “a”).

Table 9: Cross-comparison of the overall mean scof¢he competencies by category.
Overall Mean (n=23)

Information sharing

Communication management 2.64%
Relationship management 2.64%
Public interface management 3.26

Management technology 3.59

Control actions

Metrics 2.70%f
Process management 2.77%
Process technology 2.86°
Process strategy 3.00%f
Infrastructure management 3.16°

Robustness

Emergency budgets to continue operations 3.09%

Continuation plans in case of lack of facilities 3.26%

Continuation plans in case of lack of raw matsrial 3.27

ISuperscript characters indicate non-significarfedéhce at 90% degree of confidence.
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5.6.2 Relationship between the categories of the co  nceptual framework

To test the relationship between the categorider(imation sharing, control actions, plans in case
of lack of facility, plans in case of lack of rawaterials and emergency budgets) a correlation
analysis has been performed. Accordingly, res@t®led that all the categories have positive
correlation with each other which is significant9®% degree of confidence. This indicates the
variables are consistent in measuring the perceseedrity performance. Moreover, a correlation
analysis was performed in order to compare com@aown performance evaluation scores with
the overall perceived security performance resigtsved from the three categories (information
sharing, control action and robustness) of the eptual framework. The hypothesis was the
results of analysis of these categories shouldobeparable to the companies own performance
evaluation. Results reveled that companies perdeseeurity performance is highly correlated
with their own performance evaluation results vetborrelation coefficient of (r) = .813 which is
significant, at p-value < 0.1 indicating that owalkiation to the companies performance
regarding security is highly comparable with th@wn security performance evaluation, which

makes our analysis valid.

5.6.3 Comparison of the performance scores of the m  eat and vegetable sectors

To compare the performance scores of the two se(oeat and vegetable), independent sample
t-test has been performed. Accordingly, lookinghat p-values of the meat and vegetable sectors
(Table 10), public interface (p-value = .094) shosignificant difference at 90% degree of
confidence indicating the meat sector outperforires vegetable sector in activities such as
maintaining records on company’s processes, maintainformation about supplier’'s operation
and working with national and international orgatians. All the other competencies do not

show a significant difference between the sectors.

5.6.4 Comparison of the performance scores of the s  upply and process/retail
stages

As it can be seen from Table 10, comparing the nszames of the two stages (supply and
process/retail); all the competencies do not shgrificant difference in performance except
emergency budgets to continue operatibnoking at the p-values of the sectoesnergency
budgets to continue operatiamow significance difference at 90% degree of idemice with (p-
value = 0.065) indicating the process/retail stgges more attention in maintaining emergency

budgets to continue operation than the supply stéges indicates the closer the stages of the
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food chain towards consumers the higher their aontee maintain emergency budgets in order

to minimize the loss after occurrence.

Table 10: Mean scores of the two sectors (meawagdtable) and stages (supply and process/refditpdood
supply chain.

Overall Sectors Stages of the chain
?r]]e:;g) Meat Vegetabld ~ P-value Supply®  Process P-value
(n=14)  (n=6) (90%) (n=13) Iretaift  (90%)
(n=10)
Information sharing
Communication management 2.64 2.79 2.27 0.103 2.622.96 0.160
Management technology 3.59 3.68 3.36 0.153 3.54 64 3. 0.362
Relationship management 2.64 2.86 2.53 0.288 2.56 .04 3 0.149
Public interface management 3.26 3.36 2.85 0.094 183 3.37 0.299
Control actions
Process strategy 3.00 3.04 2.67 0.259 2.85 3.20 2240.
Process management 2.77 2.86 241 0.131 2.83 2.69.348
Process technology 2.86 2.83 2.77 0.442 271 3.050.175
Metrics 2.70 2.86 2.40 0.248 3.00 2.56 0.228
Infrastructure management 3.16 3.05 3.22 0.324 8 3.0 3.26 0.310
Robustness
Continuation plans in case of lack of facilities 3.26 3.14 3.33 0.361 3.15 3.40 0.287
Continuation plans in case of lack of raw material 3.27 3.15 3.33 0.360 3.17 3.40 0.286
Emergency budgets to continue operations 3.09 3.15 3.17 0.488 2.83 3.40 0.065
Company’s own performance evaluation 3.18 3.21 2.98 0.258 3.21 3.14 0.411

* Answers were on a likert scale, i.e. 1 (strongbadree), 2 (disagree), 3 (neutral), 4 (agreedtrdrigly agree).
* Answers were on a likert scale, i.e. 1 (very podrjpoor), 3 (neutral), 4 (good), 5 (very good).
! Meat sector includes feed companies and processors
2 \egetable sector includes seed companies andgzacse
8 Supply stage includes feed and seed companies.
Process stage includes processors and wholesaile¢empanies.

5.6.5 Companies performance scores considering past risk experience

In Table 10 we have not seen a significance diffeeebetween the sectors (meat and vegetable)
and stages (supply and process/retail) of the sagaply chain with most of the risk prevention
and risk mitigation competencies. In searchingdtrer variables that might affect company’s
security performance, we consider comparpast risk experience with regard to intentional
risks and total average capitaBy considering companies past risk experience watiard to
intentional risks, the hypothesis was that thosapamies who faced the risk in the past could
perform well in securing their company and the feagbply in general. Table 11 shows, the
perceived performance scores of companies’ whodfacé faced the risk of intentional
contaminations classified into (Yes, No) option@ ®&heck whether there is a significance

difference between the mean scores of the competernedependent sample t-test was used.
Looking at the p-values of companies past expeeigrtated to intentional contaminations, we

see a significant difference in performance scdoesveen those companies who faced

intentional contaminations and did not face thé wkiring the past five years. Five of the
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competenciescommunication managemenwhich includes designing of awareness programs
and communication procedures to employees and giaimers;process managemenivhich
includes among others security tests of suppligpgration and request of certificatigorpcess
technology which includes implementation of technologieshsas RFID;metrics,which refers

to verification of suppliers’ use of security guides; andinfrastructure managementvhich
includes among others continuous security assessofeproduction process, restriction of
sensitive areas and implementation of control meishas to employees and to external parties
and show significant difference at 90% degree affidence. Company’s own performance
evaluation also shows significant difference. T¢wsild be interpreted as companies who faced
the risk in the past might learn a lesson frormd give more attention to security comparing to
those who did not ever face the risk. However, kenthe other variablesvergency budgets to
continue operationshow lower score with companies who have pasteiglerience indicating
those companies who did not face the risk in th& paaintain emergency budgets than those
who have past risk experiendéhis seems strange but it could be interpreteth@setwho faced
the risk might know how to handle the risk and hawch to maintain for emergency than those
companies who did not ever face the risk.

5.6.6 Companies performance scores considering tota | average capital

As it was mentioned in section 5.6companies’ total average capitalas the other variable that
was considered to influence company’s securitygoerénce. By considering this variable the
hypothesis was those who are largest companiesrnimstof their capital most likely have more
financial resources to invest in security and hesrdeance their security performance. As it can
be seen from Table 11, the comparison is made eettvese companies’ who have below and
above 500 million Euros of total average capitallependent sample t-test is used to check

whether there is a significance difference betwbermean scores of these factors.

Comparing the mean scores of companies havingtihess 500 million Euro with companies
having greater than 500 million Euro total averagpital, there is a significant different in the
field of management technologydpublic interface managemeat 90% degree of confidence.
This indicates companies having a total averagé@atdpss than 500 million Euros generally
seem to be better of management technologwhich includes among others implementation of
information technology angublic interface which includes maintaining of company process

records and work with national and internationahpanies. In this case it is difficult to say that
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the size of company’s total average capital hdsientce over the overall security performance.
This is somehow similar with the findings of Kinsetyal. (2007).

Table 11: Perceived performance scores considednganies past experience regarding intentionahooination
and total average capital.

Overall Past experience related to intentional Total average capital

mean contaminations

(n=23) Yes NO P-value <500 >500 P-Value

(n=6) (n=17) (90%) million million (90%)
(n=17) (n=3)

Information sharing
Communication management 2.64 3.28 241 0.027 2.67 2.56 0.428
Management technology 3.59 3.81 351 0.173 3.62 2.94 0.029
Relationship management 264 311 2.47 0.236 2.76 2.00 0.152
Public interface management 3.26 361 3.14 0.121 3.34 2.72 0.097
Control actions
Process strategy 3.00 342 2.85 0.140 3.08 2.50 0.171
Process management 2.77 3.56 2.50 0.001 2.84 2.29 0.123
Process technology 2.86 3.61 2.59 0.004 2.85 3.00 0.385
Metrics 2.70 3.67 2.50 0.033 2.87 2.33 0.264
Infrastructure management 3.16 3.64 2.99 0.045 3.25 2.87 0.209
Robustness
Continuation plans in case of lack of facilities 3.26 3.50 3.18 0.256 341 3.67 0.329
Continuation plans in case of lack of raw material 3.27 3.17 3.31 0.377 3.12 3.67 0.185
Emergency budgets to continue operations 3.09 2.67 3.25 0.087 3.12 3.00 0.422
Company’s own performance evaluation 3.18 3.54 3.06 0.080 3.12 2.81 0.166

* Answers were on a likert scale, i.e. 1 (strongbadree), 2 (disagree), 3 (neutral), 4 (agree3trdrigly agree).
* Answers were on a likert scale, i.e. 1 (very podrpoor), 3 (neutral), 4 (good), 5 (very good).
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6. Conclusion and discussion

This final chapter presents the main conclusioriscudsions and suggestions for further

research.

6.1 Main conclusions

Based on the results of the 23 respondents repnegehe meat and vegetable supply chains, the
following main conclusions are drawn with regardttie three categories (information sharing,

control actions, and robustness) which are categdnunderisk preventiorandrisk mitigation.

Conceptual framework

The risk prevention and mitigation categories o€ ttonceptual framework show positive

correlation with each other indicating that thesgiables are consistent with each other and
measure the same thing (security performance)v@hables also have positive correlation with

the companies’ own performance evaluation scorbi ihdicates that there is no discrepancy
between what was measured using these variables@amdhe companies rated themselves. All
in all, though we could not test (because of thalnsample size) whether the variables are
explanatory to the perceived security performaragod, we can say that the variables which we
use to measure security performance have fairhh lignsistency and that the conceptual
framework we built is reliable. This does not, heeg mean that there are no other alternative

indicators which might prove as reliable, and ebetter.

Risk prevention

= Companies hardly share information with supplierd austomers regarding intentional
contaminations. Information sharing practices tratmore closely related to food safety
assurance, such as implementing information systerastaining records on company’s
production processes, sharing sources of produdsking and tracing, and recall
procedures are well undertaken.

» The main motives of companies to share securigtedlinformation with chain partners
and consumers are specified as limiting liabilitgyp@esure, avoiding penalties and
protection of brand image.

= With regard to control actions findings are somewsianilar as for the information

sharing practices: control actions that have ctet&ionship with food safety issues such
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as assigning responsibility to qualified individai@nd restricting access to key facilities
and sensitive areas are well undertaken. Secuelpted practices, such as assigning
senior management position focusing on securitg,afsRFID and other technologies to
verify container contents, inspecting suppliersiré are not well undertaken.

HACCP is considered as the main guideline and fmation scheme to prevent
intentional contaminations. Security specific deritions such as 1S0O28000:2005 and
guidelines issued by FDA and USDA FSIS are not eanyanted.

Risk mitigation

Robustness seems to better organized at compary (iex. when there is a lack of
facilities) than at supply chain level (i.e. at éisnof lack of raw material).With regard to
emergency budget companies do not seem to agre®itdain emergency budgets to

carry on operations after occurrence of the risk.

Performance

The overall performance of companies with regarddiions undertaken so far to protect
company’s processes is generally not perceive@ teeby good.

Suppliers’ awareness level and communication reggrdecurity related risks are
perceived as poor. The overall supply chain readirte respond to intentional risks is
generally not perceived to be good.

The meat sector outperforms the vegetable secttreirarea of public interface, which
includes maintaining records on company’s procesaes maintaining list of
local/national emergency contacts. This finding ledes wholesale and retail chain
partners.

Process and wholesale/retail stage outperforms dingply stage in maintaining
emergency budgets to carry on its operation afteuwence of the risk.

In the areas of communication management, processmgement, process technology,
metrics and infrastructure management, those commpawith past risk experience
regarding intentional contamination perform bettean those who did not ever face the
risk. Generally, control actions are well exercibgdhose who have past risk experience.
Size of companies in terms of capital does not séenaffect companies’ security
performance.

Intentional contamination is generally perceivedaathreat at company level than at

country level and the magnitude of the risk is pared to be moderate.
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6.2 Discussion

6.2.1 Reflection with the literature

According to Dahl (2007), the increase in acts ofldwide terrorism has caused food security to
become a major concern for the food industry. Hawew our case food security does not seem
to be a major concern. For some companies foodigeseems a new issue or may not be fully
understood. There is a mixing of food safety amatifsecurity practices. Most companies seem
to think that they have carried out food securitggtices considering the food safety practices in
place. For example, food safety certification scegsuch as HACCP are considered as the main
guideline and certification scheme to measure aegigmt intentional risks to the food supply;
however, according to Takhistov and Bryant (2008)a€P is not designed to be used for food
security purpose. There are other security spec#itfication schemes such as CARVER+shock
and 1S0O28000:2005, which are not well recognizeduncase. In this regard, there seem to be
gab in creating awareness regarding food secws#iyes. According FDA (2005), one way of
preventing risk of intentional contamination is yicbng food defense training to employees and
chain members. If employees are not well aware lehtvsecurity risk mean, it is difficult to
detect whether the risk is intentional or not,les tesult prevention and control of the risk could
be difficult. However, companies do not seem toegmore attention to this area. Our study
revealed that they hardly share information pre wst occurrence of the risk with suppliers and
other chain partners. This finding is in line witie findings of Closs et al. (2006). However,
according to Decey (2003), sharing incidents exgmeed by others can help to identify trends,
better understand the risks faced and determinet vgnaventive measures should be

implemented.

Awareness regarding food security issues could aetg@nce companies ability to exercise the
control actions within own company operations antemal activities (e.g. suppliers risk
prevention activities). In this regard, controlians seem to be exercised more in controlling
company’s own internal activities such as contngllaccess to facilities and sensitive areas than
external activities such as inspecting suppliedanp in preventing the risk of intentional
contaminations. However, according to FDA (2005)tamination of raw materials or finished
products can occur at supplier’s facility. Sup@iézel that they are less vulnerable to intentional
contaminations. However, according to WHO (200&jjviduals or terrorists could use materials

such as pesticides, fertilizers, animal feedingstarres and irrigation water to intentionally

47



contaminate the food supply. In this case intrargarsecurity assessment seems to be important
in preventing intentional risks to the food suppiymplementing food security guidelines (for
instance FSIS (2003), and FDA (20G7)yvhich are not well applied in our case, mighbate
helpful in guiding which activities of suppliers other chain partners need assessment and

control in preventing the risk.

Though the risk of intentional contamination is rg@nerally perceived to be threatening at
country as well as at company level, due to théalomovement of the food supply and the
difficulty of anticipating intentional risks (i.avhat kind of intentional risk, when and by whom
could be introduced), companies need to maintaampland emergency budgets in order to
facilitate minimization and recovery from incidenBacey (2001) stated that senior management
participation, which is not well undertaken in @ase, is important for the implementation of the
plans and emergency budgets. In addition to maimgi emergency plans and budgets,
cooperative work with national and internationajamization and with government could also be
important to prevent and minimize the risk. Howevthis practice does not seem well
understood. This might lead to the conclusion drawnVan Geest (2002): “there is no
international co-ordination, even though it is kmotliat foods are produced and sold worldwide
and, in Europe at least, food problems are oftesstrorder problems’According to WHO
(2002), though the primary means for minimizingksidie with the companies in the food
industry, cooperative work with supplier, customeasd government organizations generally

facilitate prevention and minimization of losses.

6.2.2 Methods and materials

Framework for measuring perceived security perfanoea

The selection of the perceived security performanmasuring categories (i.e. information
sharing, control actions, and robustness) of theeptual framework has been done based on
review of literature on security related issuese Tisk prevention competencies for measuring
each category of the conceptual framework have belatted from the works of Closs (2005).
As it was mentioned in section 1.3, the reasonsingihis framework as a reference was that to
our knowledge no other security measurement framewwisted in the literature. He identified
ten competencies: communication management, maragentechnology, relationship

25 http://www.fsis.usda.gov/oa/topics/transportguidié.p
http://www.cfsan.fda.gov/~dms/secguid6.html
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management, public interface, process strategycepsd management, process technology,
metrics, infrastructure management and serviceiggoynanagement. As we have pointed out in
section 1.3, the later has been left out due teldseness with relationship management. The
competencies were classified under each categotheoftonceptual framework based on the
definitions from the literature. Though the compeies were important and inclusive in

measuring the perceived security performance ohthmbers of the food supply, did not seem
readily understandable, i.e. the competencies ngadslation into more familiar and

understandable terms of the food system. Recekithgey et al. (2007) developed a framework
for measuring security performance by rearrangimgl ae-labeling the ten competencies
identified by Closs (2005) into operational praesiowithin the food system. This publication

appeared later than the conceptual framework usedHowever, the perceived performance
measuring variables used in our study are in liith laoth Closs (2005) and Kinsey et al. (2007)

publications.

Materials

The database we used in this research was obt&ioed Agricultural Economic Research
Institute (LEI). The LEI database was derived frAmadeus databank and designed for a study
on return on equity of four Dutch food supply clgine. dairy, pork, vegetables and fruits. In
this study, observations were selected from thaldete based on the criteria of having greater
than 4 million total average capital for the permfd2002-2004. In this study company’s current
financial status was not taken into account becafiske unavailability of recent data. Though
the size of companies in terms of average totaltaa@s it was mentioned in subsection 5.6.6,
does not show a significant difference in the ségyerformance; considering their current
financial status might change the results by cargd some financial measuring variables.

In addressing the objectives raised in this stadyemi-structured questionnaire was used. As it
was mentioned in section 3.4, most studies conduntéhis field of study were conducted based
on mail and internet surveys. The questionnaire s&# to 130 companies from meat and
vegetable sectors and their respective chain par{seed, feed, processing and wholesale/retail).
However,as is usually the case for other researchers likedy et al. (2007); the response rate
to our questionnaire was relatively low. Conseqglyente analyzed the results based on the 23
respondents which as the result made difficulténegalize the perceived security performance
of the food supply chain. Therefore, the resultthedf study are interpreted to the sample (n=23).

There might be reasons for the low participatiorcaipanies in the surveys. The first reason
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could be because of confidentiality concerns, aigfiothe names of the participating companies
and any confidential information are not disclos@dother possible reason could be lack of
awareness of the issue raised in the questionnastly, since our questionnaire was directed to
specific quality/safety mangers, they might not énanough time to fill the questionnaire.
Therefore, further study is needed to assess wiaifsc security performance activities could

companies implement to prevent the risk using wased survey systems and case studies.

6.3 Suggestions for further research

The susceptibility of the food chain to securitiated risks is well recognized in the post 9/11
terrorists attack in the US, where companies haenlencouraged to adopt new measures to
protect the food supplies. Then after, attentiogiven by individual researchers and universities
to address the vulnerability of the food systemsiecurity related risks. In this regard, our study
could only give some indication on how companiex@eed the risk, their awareness level and
how they are dealing with it. Thus, to have a breasv of the perception and reaction of
companies towards food security, it is advisabledasider future works that incorporate the
following points:

» In this study we have examined the perceived sgcperformance of the meat (pork
chain) and vegetable sectors and their respechae qartners (seed, feed, processing
and wholesale/retail) of the food supply chain. ldwger, it is difficult to generalize the
results to the whole food supply chain. Therefareyould be interesting to extend the
assessment to all the sectors in the food suppbincland examine the security
performance of each sector and member of the fbathcFurthermore, it would also be
interesting to assess the perception of consuraemrts food security related risks.

* In addition to survey, it would also be advisaldecbnsider conducting case studies in
order to get insight on what specific activitie® (iactivities that are not related to safety)
do companies perform to manage security relatéd.ris

» The aim of this research was to assess comparigtias in preventing and minimizing
the risk of intentional contaminations. Economicngequences of the risk were not
assessed in this study. So, it would be interestrgpnduct further research to assess the
economic consequences of intentional contaminationthe food industry and to the
nation in general and asses the effect of implemgngecurity related programs and
practices on the financial performance of the camgsmand chain partners in the food

supply chain.
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Appendix | U.S. FDA guidance for industry food prod ucers,
processors, and transporters: food security prevent lve measures
guidance

Management of food security

Security procedures

- Assigning responsibility for security to qualifigrdividual(s).

- Encouraging all staff to be alert to any signsashpering with product or equipment, other unusitabtons,
or areas that may be vulnerable to tampering, dedirgy identified management about any findings(e.
providing training, instituting a system of rewartsilding into job performance standards).

Investigation of suspicious activity

- Immediately investigating all information abouspicious activity

- Alerting local law enforcement about all suspeatgdhinal activity

Supervision

- Providing an appropriate level of supervision tb exhployees, including cleaning and maintenancé, sta
contract workers, data entry and computer suppaif; snd especially new employees.

- Conducting daily security checks of the premisesdigns of tampering with product or equipment,eoth
unusual situations, or areas that may be vulnetalteempering

Mail/packages

- Implementing procedures to ensure the securithadrming mail and packages(e.g., securing mailrogsual
or x-ray mail/package screening)

Physical facility

Visitors

- Inspecting incoming and outgoing vehicles for scispis, inappropriate or unusual items or activity.

- Restricting entry to the establishment ( e.g., klmecin and out at security or reception, requiripgof of
identity, issuing visitors badges-collected upopatéure)

- Ensuring that there is a valid reason for the \igifore providing access to the facility-bewareun$olicited
visitors.

- Restricting access to food handling and storagasafe.g., accompanying visitors, unless they dnerafise
specifically authorized).

- Restricting access to locker rooms.

- Apply the above procedures to everyone, includimntmactors, supplier representatives, truck drivers
customers, couriers, third-party auditors, regutatreporters, visitors, etc.

Physical security

- Protecting perimeter access with fencing or otlpgrapriate deterrent.

- Securing doors (including freight loading doorsihaows, roof openings/hatches, vent openings etrdibdies,
tanker trucks, railcars, and bulk storage tankdidaiids, solids, and compressed gases, to theeptssible.

- Minimizing the number of entrances to restricteglaat

- Minimizing places that could be used to hide terapibr intentional contaminants (e.g., minimizingaks and

crannies).
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Implementing a system of controlling vehicles auitted to park on the premises (e.g., using placatésals,

key cards, cipher locks)

Laboratory safety

Restricting access to the laboratory.

Restricting laboratory materials to the laboratexcept as needed for sampling or other appropaiztieities.
Restricting access to sensitive materials.

Investigating missing reagents or positive contmlsther irregularities outside a pre-determinedmal range

of variability immediately, and alerting local laamforcement about unresolved problems, when apiatepr

Storage and use of hazardous chemi¢alg., cleaning and sanitizing agents, pesticiges;essing aids)

Securing storage areas for hazardous chemicals (sigg locks, seals, alarms etc.)
Limiting access to storage areas for hazardous iclaésn
Keeping track of hazardous chemicals

Investigating missing stock or other irregularit@gside a pre-determined normal range of variation

Employees

Pre-hiring screening

Screening employees (e.g., obtaining and verifywogk references, addresses)

Performing criminal background checks

Knowing who is and who should be on premises, ahéra&/they should be located

Being specific to shift

Keeping information updated

Establishing a system of positive identificatiom aacognition (e.g., issuing photo identificaticadiges with
individual control numbers, color coded by areawthorized access).

Collecting the retired identification badge whenemmployee is terminated, either voluntarily or itwdarily.
Limiting access so employees enter only those areeassary for their job functions.

Reassessing levels of access for all employeesdiesily.

Personal items

Restricting personal items allowed in establishment
Preventing workers from bringing personal itemg.(dunch containers, purses) into food handlirear
Establishing policy and providing for regular inspen of contents of employee lockers, bags, aricles

when on company property.

Training in food security procedures

Providing food security training to all new emplegeincluding information on how to prevent, detecid
respond to tampering or criminal or terrorist aityiv

Providing periodic reminders of the importance efigity procures.

Ensuring employee buy-in (e.g., involving employaefod security planning, demonstrating the intance

of security procedures to the employees themselves)

Watching for unusual behavior by new employees afkers.(e.g., workers who stay unusually late dfier
end of their shift, arrive unusually early, acciies/information/areas of the facility outsidetbg areas of their

responsibility; remove documents fro the faciligk questions on sensitive subjects; bring canterasrk)
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Appendix Il summarized scientific studies

The following section presents the detailed exgianaof the scientific researches summarized inl@ &b As it was
mentioned in section 3.4, these summarized sciergtfidies are conducted by different authors idresking

security issues regarding the food supply chain.

Communicating food terroristh
A case report by Van Geest (2002), addressed hqweteent food terrorism. The case was based onves Nlash
such as “Rat poison found in beer bottles”, “Numioé patients rapidly growing: Malice suspectedheTauthor

examined the threat whether it is real, delibeaaid if so what to be done.

Findings illustrate that policymakers have developed sdeaahat identify possible countermeasures andipubl
information aspects of these measures; howevepomed out that there is lack of co-ordination. ktated as
follows: “The Netherlands is a very small countoyisis easy for us to co-ordinate action. So Fenwever, there is
hardly any international co-ordination, even thowghall know that foods are produced and sold wadé and, in
Europe at least, food problems are often crossdrsqutbblems. The European Food Safety Agency thérprocess
of being set up and one of its primary areas @ndittn will be communication. Perhaps we shouldvmait that long

and should start exchanging knowledge earlier”.

Security assessment and benchmarking®oo1

One of the NCFPD- funded projects is a researctSenurity assessment and benchmarking tool”. Tred gbthis
project among others, according to the supply chast practices team’s discussions with food inguétms, is to
help companies to understand and organize theplgwhain security practices, particularly the aofverlooked
areas of communication, management support, irtterawith suppliers, customers, and carriers. Aseyrwas sent
to top 400, food retailers, 400 food service congmnl00 wholesalers for food retailers and fordf@@rvice

companies, 500 top manufacturers, and top trudkings via internet and mail.

Findings defense practices at retail food, food servigeirtwholesale suppliers, manufacturers, and tmscke

0 Based on the overall score, foodservice retail samkmber one followed by food service wholesalecery
wholesale and grocery retail as the most readyséctdefend against intentional risks. The maiersith of
the food service retail sector is its ability tosare that their supply chain partners follow joindistablished
security and food defense protocols. The foodserwitolesale sector outperforms its retail partrigys
establishing stronger collaboration ties with itgoly chain partners and devoting more effort fchkrand
monitor their food products. The only practice whére grocery wholesale sector outperforms the dendce
sector is physical security.

0 With regard to firm and supply chain readinessdiefiending the overall food system, retailers sémneer, than

manufactures. Manufacturers score lower than favase

%8 http://www.fsis.usda.gov/Orlando2002/presentativasgeest/ivangeest_text.htm
%" http://fdrs.ag.utk.edu/07conf/BestPractices.pdf
http://foodindustrycenter.umn.edu/vd/Events/disasponsesummary.pdf
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0 Benchmarking survey of retailers shows intra-comppaommunication and plans are weihderway, but
communication with suppliers austomers is lacking.

The following examples of best practices were fofrach the benchmarking survey of retailers:

o All company employees including store, headquarteesehouse and manufacturing plants go throughBEin
background check and drug test.

o Delivery trucks have a number coded plastic seat ineaks every time the door is opened. Each elgliis
cross-checked with the corresponding seal.

0 Securing the back entrance/exits- locking doorssaaded exit doors with plastic number locks thratlk when

doors are opened.

Store employees have ongoing training to develd}s $& recognize and deal with potential threats.

Up-to-date list of local first responders postecerenany employee can find it in case of an attack.

Contacts with local, state and federal agencieshéished in advance.

O O o o

Contact with other parts of the company and the@kughain partners established in advance.

Supply chain response to global terrorism: a siiscari®

The research was conducted with the objective wdstigating how companies perceive the threatrobitism, how
are they assessing and evaluating the relatedaiskeir supply chain, how are companies protecthmeir supply
chain in order to prevent security breaches and &a@ixcompanies strengthening their supply chaordier to make
it more resilient, i.e. more capable of reactingut@xpected disruption? The methodology used testigate the
guestions was a semi-structured questionnaire asd studies. 20 companies (medium to large) seldoben

different industries, operating at different stagéshe supply chain for interview. food and bewggrandustry was

one of them.

Findings:

All the interviewed companies are somehow concenvild the potential risk related to the consequencta

terrorist attack on their supply chain, but they@igeneral sense of disorientation on how to w#hlthe problem.
Managers with responsibilities for both supply c¢hand security/business continuity are well awdréhe many
interconnections that link their companies to mattyers and, consequently, expose them to the fisluffering

from disruptions happening far away. The reportwgh@ompanies are looking for a way to deal withthéise
issues. In order to protect the supply chain frasnugtion, the result shows companies are undergadti series of
initiatives (basic and advanced), such as physiealrity, information security and freight securlyith regard to
the issue of supply chain resilience, the repaghlighted two main areas of intervention to crematesilient supply
chain: company organization and supply networkgtesSCompanies pointed out that developing continggians
and performing specific training and education #re two actions required to achieve resilience iwittheir

organizations. As per the report, some of the ir@red companies have some degree of redundangyjidating

resources to ensure the availability of a backuptiem in case of disruption) and have flexibilifshe ability to

accommodate sudden fluctuations in the availabilityesources) in their supply chains as a priesigf supply net

work design.

28 http://web.mit.edu/scresponse/repository/eurompep®41603.dac
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Defending America’s food supply against terroridiho is responsible? Who should 'y

A large internet survey of U.S. residents was cetetliin August 2005 to provide information aboublpuattitudes
and concerns about terrorism and consumers pesosptif food safety and food defense. About 426Q t&Sdents
over the age of 16 were completed the interviewiz€is were asked different questions such as limeerned are
Americans about food terrorism, who is responsibidood safety and defense, who should pay fodfsafety and

food defense, and how America'’s anti terrorism taidge allocated.

Findings:

Respondents were given a list of different typetenfrist attacks such as airlines, other pulbiagportation, food,
etc. Even though they believe a terrorist attackhenfood supply chain to be slightly less likeiah other types of
terrorism, they devote a greater proportion ofrtagon’s anti-terrorism budget to protect agaimsatdack using the
food supply chain than any other types of terraaitsacks. More than 62% of the respondents sa@, were not

very confident about the security of the U.S foaogdy against terrorism.

The public also asked to assign responsibility aafdf safety and food defense to different membertheffood
supply chain, from farmers to retailers, as weltassumers and the government. The greatest rabpitypef food
safetyis assigned to government, food processors andifeemrers where as the greatest responsibilitfoofl
defensas assigned to government. Respondents also bdlithat government should bear the cost of foodrdef

and safety. Manufactures and processors were &sktha second highest percentage.

http://www.choicesmagazine.org/2007-1/grabbag/20d2-.htm
http://agecon.lib.umn.edu/cgi-bin/pdf_view.plPpad=20453&ftype=.pdf
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Appendix Il Cover letter and questionnaire

Date

Geachte Kwaliteitsmanager van

Het borgen van kwaliteit en voedselveiligheid wostiteds belangrijker voor het lange termijn perspewan

agribusiness bedrijven. Besmettingen kunnen letdéverstoringen in de voedselketen. Hoe kijkenripesh in

Nederland aan tegen al dan niet bewust veroorzdmdmettingen? En hoe robuust is de keten om nayeda
verstoring weer door te starten? Hoe beter bedriplie hebben geregeld, hoe beter hun positie ogrriationale
afzetmarkten. Dergelijke zaken staan centraal imdeent opgestarte onderzoeketurity and Robustness in Food
Supply Chains'. Daarbij richten wij ons op opzettelijk verooriaa besmettingen.

Opzettelijk veroorzaakte besmettingen kunnen védtsode oorzaken hebben. Zo kan het gaan om hetlibp
moment sterk in de belangstelling staamiterrorisme. Maar de opzettelijke aard van een besmettingdan
voortvloeien uittegenstrijdige belangentussen bedrijven in de keten, of bijvoorbeeld metknemers. “Security
and robustness” hebben dus zeker met terroristidiatiging te maken, maar het is ons inziens vesddardan dat.

Om de “Security and robustness” voor een aantakeNaddse ketensian grondstof tot eindproduct, in kaart te
brengen, zouden we u graag willen vragen om bijggsle vragenlijst in te vullen (electronisch of cgpier). We
zouden het bijzonder waarderen als dit dr 16 novemberaanstaande. (De vragenlijst is in het Engels vaewe
het internationale karakter van dit onderzoek).

Na afloop van het onderzoek ontvangen alle deelreen vertrouwelijke rapportage met daarin opgemmhun
eigen respons afgezet tegen het gemiddelde vanedgelijkbare groep bedrijven. Uiteraard wordt ovest
onderzoek alleen op geaggregeerd niveau gepuldiceer

Vertrouwend op uw medewerking,

Gé Backus, LEI
Nico de Groot, LEI
Miranda Meuwissen, Wageningen Universiteit

Retouradres:
Solyana.subuh@wur.nl
Of:

Miranda Meuwissen
Business Economics
Wageningen UR
Hollandseweg 1

6706 KN Wageningen
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Security and robustness in food supply chains
I would like first to give a definition of food sexty.

“Food security is the process of safeguarding tbed system against intentional contaminatiolt involves prevention,
minimizing, or responding to the deliberate contaation of food products by a variety of potentiaktats.

In this questionnaireecurityrefers to safeguarding tleeerall companyperation(e.g. product, premises, workers, process,
storage etc.) from intentional contamination.

Intentional contaminations could result from acsiarf other companies as a result of conflictingriests, employee actions
for some personal reasons, or terrorist actioniscinald lead to unsafe products. It refers tgpaliposefulactivities aimed at
contaminating products of your company.

INSTRUCTIONS: Please read each statement carefullyand circle the number that most describes your
company’s activity. You can send your responses eleonically (e-mail address:
solyana.subuh@wurnlor by our postal address which is written at the lat page of this
questionnaire.

Part | Company actions

What type of business are you engaged in? Pleasysp

If you have multiple business units, please speifwhich business unit you are referring in cortiptgthis questionnaire.

Please take the business unit that you mentionedeaio answer the following questions.
- Does your company condustcurity evaluationt determine weaknesses in producfioocesse?
[1] Almost never [2] Rarely [3] Sometimes [d$ually [5] Almost always
- Does your company condusttcurity assessmerfty signs of tamper with products?
[1] Almost never [2] Rarely [3] Sometimes [4kuhlly [5] Almost always
- How often does your company madecurity assessmerttstheoverall operatior?
[1] Almost never [2] Rarely [3] Sometimes [d$ually [5] Almost always
- How often does your company evalustgpliers’ activitieswith regard to securing their overall operation?
[1] Almost never [2] Rarely [3] Sometimes [dsually [5] Almost always
Please circle the number that describes your levef agreement with the following statements:

Q
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Our company has implemented security control meishan forits employees
(e.g., background checks, working history, storafgeersonal items, etc.). 1 2 3 4 5 6

Our company has implemented security control meshas(e.g., badges,
permits, uniforms identification cards, etc.) &xternal partiege.g., visitors, 1 2 3 4 5 6
external technicians, etc.).

Our company has restricted access to Kagilities (e.g. water, compute

=

1 2 3 4 5 6
software, etc).
Our company restricts access to sensitive aregs (aboratory, open product

1 2 3 4 5 6
areas, etc).
Our company has assignedresponsibilityto qualified individuals to handle

. , 1 2 3 4 5 6

security related issues.
Our company has implemented procedures to enseresedburity of incoming 1 5 3 4 5 6

packages and materials.
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Strongly
disagree
Disagree
Strongly

agree
Not
applicabl

Neutral
e

Agree

Our company continuously evaluates the vulnerghilitits logistics system for
security related risks

Our company requests locked and/or sealed consivediicles from its
suppliers and transporters.

Our company issues identity cards, company clotard badges for it

=
N
w
N
(2}
(o2}

=
N
w
N
(2}
(o2}

(2]

. 1 2 3 4 5 6
employees for security purpose.

Our company provides an appropriate levedugervisiona all its employees

. ; : . 1 2 3 4 5 6
including contract workers, data entry, cleanind araintenance staff.

Our company requestSO 22000:2005(International standardization

organizationertificationand registration of companies to ensure the safety: 1 2 3 4 5 6
products.

Our company implemented)SO 28000:2005which specifically dealswith 1 5 3 4 5 6

securityof supply chains
- Whatother certificationsdoes your company require from its suppliers?

[1] GMP+ (Good Manufacturing Feed Practice) [2] SQBafe Quality Food) [3] BRC (British Retaibsortium)
[4] IFS (International Food Standards) ¢Hjers, please specify

- Does your company operate withlazard Analysis and Critical Control PoiGHACCP) System?

[1] Yes [2] No [3] Do not know
- Whatguidelinesdoes your company adopt to control security ofipois?
[1] HACCP  [2] FSIS (Food Safety and Inspectionvias) [3] IFDA (International Food Distribution

Association) [4] Others, please specify

- Are there anyther requirementsr procedures that must be followed in your conyparorder to protect the company from
intentional risks?
[1] Yes [2] No [3] Do not know
- If your answer to the above question is “Yes” atkind of requirements
[1] Government requirements [2] Industry requiretsefi3] Company specific requirements [4] All

[5] Other, please specify

- If your answer to the above question is “3”, “qmamy specific”, please mention them.

- Does your company implement procedures to ingasti information regarding suspicious activitiegy(eunscheduled

deliveries, unusual packages, mails, etc.) relatesgcurity risks?

[1] Yes [2] No [3] Do not know
Almost = Rarely Some | Usually = Almost
never times always
Does your company inspect suppligstintsregarding security related risks? 1 5 3 4 5
Does your company condudecurity testson suppliers’ operations(e.g.,
. 1 2 3 4 5
manufacturing, storage, movement of products etc.)?
Do you think that the rules dfygiene and food safetyre respected by your 1 5 3 4 5
suppliers?
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Please circle the number that describes your levef agreement with the following statements:
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Our company has implementsthndardsto asses suppliers’ performance
) . X ; . 1 2 3 4 5 6
with regard to protecting the supply chain fromwséy related risks.
Our companyverifies that suppliers and transporters perfdpackground
X 1 2 3 4 5 6
checks on their employees.
Our companyverifies that suppliers and transporters ggvernment and
. ; - 1 2 3 4 5 6
industry security guidelines.
Our company usess own audit teamo verify the security procedures of 1 5 3 4 5 6
supply chain partners.
Our company usethird party audit team(as opposed to self-audits) to
. : ; 1 2 3 4 5 6
verify the security procedures of supply chain pars.
Our company has implemented plans on howdbtinue its operatiorin
case of lack of availability of facilities (e.geetricity, water, transportation
J ) X . : 1 2 3 4 5 6
communication and internet) due to security relaigddents occurring
along the supply chain.
Our company has designed plans on howotatinue its operatioin case of
A . 1 2 3 4 5 6
lack of availability of raw materials.
Our company hasmergency budgets carry on its operations in case any
: o : 1 2 3 4 5 6
security related incidents occur along the suppbirt.
Our company maintainsecords that demonstrate who is manufacturing,
processing, packing, and transporting, distribytireceiving and holding 1 2 3 4 5 6
products.
Our company maintains lsst of local and national emergency contatts
. . . . : L 1 2 3 4 5 6
notify any intentional acts including suspicions.
Our company is working witlmationwide organizationso counteract any
. . . 1 2 3 4 5 6
intentional risks.
Our company is working witinternational organizationso counteract any
. ) : 1 2 3 4 5 6
intentional risks.
Our company is working with government agencieg.{eMinistry of
Health, Ministry of Agriculture, etc.) to prevermdrespond to any security 1 2 3 4 5 6
related risks.
Part Il Performance
Please circle the number which could evaluate thespformance of your company and the supply chain aa whole.
Very Good | Neutral . Poor Very
good Poor
How would you rate your company’s performancesecuring premisesfrom
| R 1 2 3 4 5
security related risks/incidents?
How would you rate your company'sesponsivenesgo any intentiona
S 1 2 3 4 5
risks/incidents?
How would you rate the activities done by your camp so far tgpreventand
. ; ; 1 2 3 4 5
protectthe companyrocessefrom intentional risks?
How would you rate the overall supply chaieadinessto respond to any
) . . 1 2 3 4 5
intentional risks?
How would you rate the overall performance of yoompany with regard to
X . 1 2 3 4 5
actionsundertaken so far to secure the company from dgaisks?
How would you rate theelationshipyou have with yousupplierswith regard to
L . . e 1 2 3 4 5
sharing informatiorregarding security risiks
How would you rate theelationship you haveith customerswith regard to
T . g 1 2 3 4 5
sharing informatiorrelated to security risks
How would you rate yourelationshipwith government agenciagth regard to 1 5 3 4 5

sharing informatiorrelated tosecurity risk®
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- How would you rate the overall satisfaction wjthur suppliersresponsivenes® security related risks occurred along the
supply chain?
[1] Very unsatisfied [2] Unsatisfied [3] Undee [4] Satisfied [5] Very
satisfied
Part Il Information sharing
- What kind of information does your company sharéhsuipplierswith regardto intentional risks

Before accident occurs

After accident occurs

- What kind of information does your company sharéhwiuistomerswith regardto intentional risk8

Before accident occurs

After accident occurs

- Whatmotives/incentivedo you have to shasecurity related informatiowith supplier®
[1] Protect brand image [2] Limit liaityl exposure [3] Avoid penalties [4] All
[5] Others, please specify

- With whom does your company mainly share secuetgted information?

[1] Suppliers [2] Government [3] Custame [4] All [5] Others, please specify

Please circle the number that describes your levef agreement with the following statements:
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Our company'’s information systems provide manatiertimelyinformation they 1 > 3 4 5 6
need to respond to intentional incidents
Our company shares information regardisgurces of productswith its 1 > 3 4 5 6
customers.
Our company shares information aboutgkeurity of productsvith its customers 1 > 3 4 5 6
Our company’sinformation systemsallow us to quickly share appropriate 1 5 3 4 5 6
information to all company employees in case otiggcincidents.
Our company has established@nmunication strategfpr providing information 4 2 3 4 5 6
about intentional risks/incidents to supply chaamtpers.
Our company’s information systems provide managerssistentnformation to. 1 2 3 4 5 6
respond to intentional risks/ incidents.
Our company has completgormationaboutits suppliersoperation. (e.g., how
they are working, sources of raw materials, wittowthey are working). 1 2 3 4 S 6
Our company has designadarenesgrograms fosupply chain members 1 2 3 4 5 6
regarding security issues.
Our company has established a cleeammunication procedur® be used by its 4 2 3 4 5 6
suppliers in case of security related incidents.
Our company has design&dining programsfor its employeesn how toprotect 1 2 3 4 5 6
from andrespond tosecurity risks/ incidents.
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O_ur company has ase_nior managemenposition focusing on security (e.g., 1 2 3 4 5 6
Director of Security, Chief Security Officer).
Our company has adopted iacentive systere.g. financial rewards, recognition
etc.) for its employees and supply chain memberscémpliance withsupply 1 2 3 4 5
chain security procedures.
O_ur company has_ establishednsequencefor employeesvho fail to comply! 1 2 3 4 5
with internal security procedures
Our company has adoptedpanalty systen(e.g. fines, product recall and public
announcement, temporary/permanent restrictions fetcjts suppliers for non: 1 2 3 4 5
compliance to supply chain security procedures.

- Did your company ever face any product recalhwégard tainintentional contaminatiors

[1] Yes [2] No [3] Do not know
- Did your company ever face any product recalhwégard tantentional contaminatiors
[1] Yes [2] No [3] Do not know

- If your answer is “Yes”, how many times did yautmpany face a recall in the past five years watfard tantentional

risks? (In numbers)

[1]1 [2] 2-5 [3] 6-10 [4] 11-15 [5]1>15 6] Do not know
- What kind of supplier selection criteria does yoompany use?

[1] Low- cost [2] Quality [3] Both [4] Otheplease specify
- How many suppliers do you have?

[1] 1-5 [2] 5-10 [3] 11-20 [4] 2m3 [5] 30-50 [6] >50
- Does your company conduct security issue meetiitssuppliers?

[1] Never [2] Rarely [3] Sometimes [4] Udlya [5] Always
- For how long did your company work with your maumppliers? (In years)

[1] 0-1 [2] 2-5 [3] 6-10 [4] 11-15 [5] &1 [6] Do not know

- How do you rate the genemalvareness level of your supplieys how to communicat case of security related incidents

along the supply chain?

[1] Very good [2] Good [3] Neutral [4] Poor [5] Very poor
- How would you rate thgust levelyou have with yousupplier®

[1]Very good [2] Good [3] Neutral [4] Poor 5][Very poor
- Our company is vergommittedo maintain the relationshift has with its suppliers.

[1] Strongly disagree [2] Disagree [BuNral [4] Agree [5] Strongly agree
- Renewal of thelelivery contraciith our suppliers is almostutomatic

[1] Strongly disagree [2] Disagree [BuNral [4] Agree [5] Strongly agree
- How would you rate the overall worklationshipyou have with yousupplier®

[1]Very good [2] Good [3] Neutral [4] Poor [5] Very poor
- How do you rate thgrustlevel you have with youemployee®

[1]Very good [2] Good [3] Neutral [4pBr [5] Very poor

- Our company views supply chain security a®hjectivefor securing:

[1] Brand reputation [2] Competitive advantage[3] Market growth [4]all  [5] Other, ghse specify
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Please circle the number that describes your levef agreement with the following statements:
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Our company useRadio Frequency Identification (RFIOY effectively track
d 1 2 3 4 5 6
the products in our control.
Our supply chain partnecollaboratein the use of radio frequency
identification (RFID) to track products throughdié supply chain. 1 2 3 4 5 6
Our company has the ability taack and tracgproductsone supplier up and one
supplier dowrthe supply chain. 1 2 3 4 5 6
Our firm useséchnology(e.g., X-ray) to verify trailer or container conten 1 > 3 4 5 6
Our company has thtechnology (e.g., bar-coding, RFID etc.) to traekvorked
and returned products. 1 2 3 4 5 6

Part IV Background
- Your title?

- Your main functional area?
[1] Operations  [2] Quality Assurance [3]cBdaty  [4] Risk Management

- Your work experience in the industry (in years)?

[5] Other, @easpecify

[6] > 20

6] >20

[5] Very risky  [6] Doot know

[1] 0-1 [2] 2-5 [3] 6-10 [4] 11-15 [5] 16-20
- Work experience in your current position (in y8ar
[1] 0-1 [2] 2-5 [3] 6-10 [4] 11-15 [5] 16-20
- Did your company ever faasintentionalcontaminations?
[1] Yes [2] No [3] Do not know
- If your answer to the above question is “Yes"'whmany times did your company face the risk duthegypast five years?
[1] One [2] Two [3] Three [4] 4 and above [5] Do not know
- Did your company ever fadetentionalcontaminations?
[1] Yes [2] No [3] Do not know
- If your answer to the above question is “Yes'whmany times did your company face the risk duthegpast five years?
[1] One [2] Two [Bhree [4] 4 and above [5] Do know
- How do you perceive the intentional contamination
[1] Sever [2] Moderate [3] Mild [4] Very mild [5] None [6] Do not know
- Do you think an intentional risk is a threat twuy company?
[1] Yes [2] possibly [3] No [4] Do not know
-Considering the issue of intentional attacks, hiskyrwould you say the food supply chain is in Metherlands?
[1] Not risky at all [2] Not much risk [3] Modermat [4] Risky
END

I
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Appendix IV Security performance feedback to respon dents

(Shortened version)

Table 1: Number of respondents.

Number of companies returned the questionnaire

Feed 11
Seed 2
Pork (processing) 3
Vegetable (processing) 4
Wholesale/retail 3

Total 23

Table 2: Company'’s risk perception on the occureasfantentional risk (%).

Very (risky) Moderately risky Not risky
Company level 27 55 18
Country level 10 35 45

Table 3: Company’s experience with regard to i@l and unintentional contaminations.

Intentional Recall due to Unintentional Recall due to unintentional
contamination intentional contamination (%) contamination (%)
(%) contamination (%)

24 23 77 62

Table 4: Perceived security performance score and gompany’s score.

Overall Feed Seed Meat Vegetable Wholesale/ Your
mean (n=11) (n=2) processing  processing  retail (n=3)  Company (X)
(n=23) (n=3) (n=4)
Information sharing1
Communication management 2.64 2.76 1.83 2.89 192 44 3. X
Management technology 3.59 3.67 2.88 3.72 3.61 3.61 X
Relationship management 2.64 2.76 1.50 3.22 2.42 7 2.6 X
Public interface management 3.26 341 1.92 3.19 233 361 X
Control actions’
Process strategy 3.00 3.00 2.00 3.17 3.00 3.50 X
Process management 2.77 3.03 1.75 2.25 2.74 3.08 x
Process technology 2.86 2.78 2.30 3.02 3.00 3.13 X
Metrics 2.70 3.27 1.50 1.33 3.00 3.33 X
Infrastructure management 3.16 3.10 2.96 2.84 3.35 354 X
Robustness’
Continuation plans incase of lack of facilities 3.26 3.00 4.00 3.67 3.00 3.67 X
Continuation plans incase of lack of raw materials 3.27 3.20 3.00 3.00 3.50 3.67 X
Emergency budgets to continue operations 3.09 2.90 2.50 4.00 3.50 2.67 X
Company’s own performance evaluafion 3.18 331 267 2.81 3.18 3.48 X

1 For more detailed scores see table 5.
2 For more detailed scores see table 6.
3 For more detailed scores see table 7.
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“For more detailed scores see table 8.
Table 5: Perception about own company's informadtaring practice in the field of security (n=23).

Strongly Disagree Neutral Agree Strongly

disagree agree
Our company ... (%) (%) (%) (%) (%)
Communication management
Designed awareness programs for chain members 9 46 36 9 -
Established communication procedures for suppliers 9 18 26 36 9
Designed training programs for employees 5 45 32 8 1 -
Management technology
Implemented I&that provide timely information 9 14 14 59 4
Implemented I&that provide consistent information 4 9 32 46 9
Impl. 1S" that quickly share info with all employees - - 18 73 9
Impl. a communication strategy for chain partners 9 14 13 59 5
Shares info on sources of products with customers 5 9 18 46 23
Shares info on security of products with customers - 5 32 46 18
Relationship management
Adopted incentive systerhfor chain members 29 52 14 5 -
Adopted consequences for employees’ hon-compl. 13 9 27 46 5
Adopted penalty system for suppliers’ non-compl. 19 19 10 38 14

Public interface management

Maintains records on company’s processes 4 9 4 57 26
Has complete information on suppliers’ operatfons 9 14 36 36 5
Maintains list of local/national emergency contacts 9 13 13 48 17
Works with nat. org. to counteract intentional sisk 8 22 39 22 9
Works with internat. org. to counteract intentksis 24 19 24 24 9
Works with gov. for risk prevention and response 17 4 35 35 9

!IS: Information systems.

“Such as financial rewards and recognition.

®Such as on who is manufacturing, processing, pgckiansporting, distributing, receiving, holdinggucts.
“On issues such as how they are working, sourcesiofmaterials, with whom they are working.
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Table 6: Perception about own company's contrébastin the field of security (n=23).

Strongly Disagree Neutral Agree  Strongly

disagree agree
Our company ... (%) (%) (%) (%) (%)
Process strategy
Has a senior management position on security 19 57 5 14 5
Assigned responsibility to qualified individuals 13 9 4 61 13
Process management
Requests 1ISO22000:2005 certification from suppliers 26 53 11 5 5
Implemented 1S0O28000:2005 35 59 6 - -
Impl. standards to asses suppliers’ performance 9 8 1 23 36 14
Verifies suppliers’ background checks on employees 18 50 14 18 -
Uses own audit team to verify procedures in chain 8 1 23 27 27 5
Use 3 party audit team to verify procedures in chain 14 27 13 32 14
Inspects suppliers’ plants 39 18 17 26 -
Conducts security tests on suppliers’ operations 35 22 8 35 -
Beliefs suppliers to respect hygiene and safegsrul 5 - 4 68 23
Process technology
Uses RFID to track products 52 29 14 5 -
Works with suppliers using RFID 50 30 5 10 5
Is able to track and trace products - 4 4 22 70
Uses technology to verify trailer/container congent 61 28 - 11 -
Has technology to track reworked and returned pr. 7 1 13 9 48 13
Metrics
Verifies suppliers’ use of security guidelines 23 23 9 41 5
I nfrastructure management
Conducts security evaluations to determine 18 9 27 23 23
weaknesses in production processes
Conducts security assessments for signs of tamper 30 15 20 10 15
with products
Makes security assessments of the overall operation 23 9 27 32 9
Evaluates suppliers’ overall operation 26 9 21 22 22
Continuously evaluates logistics system 13 17 39 31 -
Implemented control mechanisms for employees 13 13 30 35 9
Implemented control mech. for external parties 13 13 17 44 13
Restricted access to key facilities (water, control 4 4 9 78 4
unit)
Restricted access to sensitive areas (lab, open 4 9 18 55 14
product)
Implemented procedures for incoming materials 9 14 23 36 18
Requests locked/sealed containers from suppliers 17 48 13 17 4
Issues identity cards/cloths/badges for employees 9 14 36 32 9
Provides appropriate supervision to all emplo{ees 4 13 26 44 13

"Answers were on a liker-scale, i.e. 1 (almost new&(rarely), 3 (sometimes), 4 (usually) and Bn@st always).
Tracking and tracing of products “one supplier ng ane supplier down the supply chain”.

Such as background checks, working history ancigeoof personal items.

3Such as badges, permits, uniforms and identifinatards.

“Including contract workers, data entry, cleanind amintenance staff.

Table 7: Perception about own company's robusingbe field of security (n=23).
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Strongly Disagree Neutral  Agree Strongly

disagree agree
Our company ... (%) (%) (%) (%) (%)
Implemented plans for business continuation in 4 22 22 48 4
case of lack of availability of facilitiés
Implemented plans for business continuation in - 27 22 45 4
case of lack of availability of raw materials
Has emergency budgets to continue operations - 27 1 4 27 5

Such as electricity, water, transportation, commation and internet.

Table 8: Perception about company’s own and ovehalin performance in the field of security (n=23).
Very poor Poor Neutral  Good Very Good

(%) (%)
How do you rate your company’s ... (%) (%) (%)
Performance in securing premises 4 18 30 39 9
Responsiveness - 13 32 46 9
Activities to protect processes 4 5 64 18 9
Overall performance 4 17 26 44 9
Relationship with suppliers with regard to sharinfpimation 5 30 26 30 9
Relationship with customers with regard to sharirfgrimation - 35 26 30 9
Relationship with government with regard to shaiirfgrmation - 22 30 39 9
Suppliers’ awareness level and communication 4 44 30 18 4
Supply chain readiness to respond - 35 35 26 4
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